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(U) Change Log 

(U) The complete history of changes Is posted on the CAPCO websites (JWICs and SIPRnet) under -Markings and 
Reference Library". 

(U) This update Includes the following changes: 

(U) ® lo ^ rrected typographical errors, font Inconsistencies, notional example errors, and spacing issues. 

■ Added outline numbers to Manual sections for reader ease. . . 

■ Replaced all Designated Information Disclosure Official (DIDO) references to the new ICD 403 term Senior 
Foreign Disclosure and Release Authority (SFDRA). 

(U) Front Cover - Added -Administrative Update' and date. 

(U) Change*Log - Updated to reflect administrative revisions to the CAPCO Register and Manual v6.0 publication. 

(U) ® 0 "ciassUflcatfon by Compilation - Added that compilation may Include both classification level and control 
markings. 

■ Multiple Sources and the Declassify On Line Hierarchy 

_ corrected typo on first bullet of declassification hierarchy, removed first NATO in the N/Ato 

[RD/FRD/TFNI/NATO, as appropriate) (and NATO, if appropriate] portions. ..... , 

- Added interim guidance on determining longest period of duration for 25X1-25X9 exemptions that are missing 

. RetlreVo?lnvalld a Decla e s V s e |fi' On Values - Added Interim guidance for derivative dassmerawhenreuslngthe 
invalid Declassify On values -25X1-25X9, missing a date or event- and "Source Marked 25X#, date of source 

[value).- ______ 

(U) CAPCO Register ~ „ t , , , , ., 

- Corrected order under NATO markings section, moved Balk above Bohemia In table. 

<U) C -‘ ^A^nfomatlon Marking. - Added rules to establish RD and RD-SIGMA [#) precedence over FRD and FRD- 
SIGMA [#), respectively when RD and FRD information is commingled in the same document and/or portion. 

- l8 ORCON- n Added™1ss1ngRe*ationship(s) to Other Markings paragraph and Included applicable guidance. 

? RC RXteh?p(s) to Other Markings-Clarified that the marking may not be used with RELIDO. 

. Revised the Notes section to separate the electronic systems paragraph into two bulleted Items for further 
clarification, one for Intelligence Information and one for finished intelligence products. 

• DEA SENSITIVE - Added note at top of template that the marking will be evaluated for continued CAPCO 
registration with implementation of the Controlled Unclassified Information (CUI) Program. 

. Non-IC Dissemination Control Markings , _ . . , 

- EXDIS and NOD1S - Added guidance that reuse of EXDIS and NODIS information requires Department of 

State approval, and provided point of contact and phone number. 

- SSI - Noted that the SSI warning Is placed at the bottom of each page of a document “ nta '™ g SS ' 

Information, and replaced note at top of template to match other notes on similar temp ates that the marking 
will be evaluated for continued CAPCO registration with implementation of the Controlled Unclassified 
Information (CUI) Program. 
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marking requirements in accordance with national and IC-level i 
published. 


(U) The 1C Classification and Control Markings System Is implemented and maintai 
Manual. 1C elements may submit requests for new markings, waivers, or other mod 
Classification Markings Implementation Working Group (CMIWG) representative ter 
Counterintelligence Executive (ONCIX) via CAPCO. 1C elements have up to twelv 
the CAPCO Register and Manual to incorporate any modifications to the maiking s - 
machine-readable marking standards for automated systems. 1C elements may sul 
formats, authorized abbreviations, or systems implementation r* “ "" h 

ONCIX is the approval authority for all requests for waivers. 


flit Purpose 

(U)Thr 






























i SENSITIVE I 
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Multiple^ 


(this ordering £ 

SECRET//SI-G 
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above for SCI and SAP categories. Only applicable control marking categories are to be used; no placeholders are 
required for categories that are not applicable. 

(U) Figure 1 provides a graphic representation of the structure, order, and formatting of the 1C marking system as 
described in this section and detailed in this document. 


Special Access Program 


Foreign Government Information 


Appropriate foreign 

clinsfflcatkm type and 

value aMowed meriting i required 

Classification//SCI,-compartmerrt/5CI J //SAP//AEA//FGlXXX/^)tssem 1 /Dlssem,//NonlC 


- Hyphen is used to link a marking to a sub-marking (e g., Sl-G or RD-SIGMA) 

>" snaoe is used to separate multiple submarkings and multiple trigraph or tetragraph codes in the 
FGI Marking (e g., //SI-ABD-G XYZW//,//SAR-BP-123 X11/CD-HHH JAD//, or//FGI GBR JPN//) 

, Comma is used to separate multiple trigraph or tetragraph codes in the REL TO Marking_ 


(U) Figure 1 - 1C Classification and Control Markings Structure and Formatting 


<U) Resources 

(U) This document is available electronically at the following locations: 


CAPCO Home Pa 

. On Intelink-TS: 
. On Intelink-S: t 


DNISSC FOUO Information Portal: Send an e-mail todni-ssc-help@dm.gov and provide In the subject line of 
the email -Request access to the SSC Portal.’ Potential users will receive an e-mall with further instructions. 
The SSC Help Desk is available at (866) 30-M238 for additional assistance. 
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Codes' (classified, releasable) 

Codes* (classified, NOFORN) 

IMarir^System Guidance forDNIDevelopers (unpublished) 
ind Control Markings 

Protective Markings (includes the Five Eyes Marking Compansons) 
otectlve Markings 

cllve Markings (classified, releasable) 

ess an exception is granted) used to represent an International 


ments on these guidelines, please contact the CAPCO/CCM office by e- 
or by phone at (571) 204-6500. 






i ICD 710,1C elements shall incorporate any modifications to the CAPCO Register and Manual into 
lat disseminate information, within one yearof the modification. After one year, 1C systems that 
on shall be modified to reject information not marked in accordance with the CAPCO Register and 
kings waiver has been approved. Markings waivers shall be submitted by the 1C Element s CMIWG 
;ix via CAPCO. 
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SECRET//NOFORN 



1C Element POC 



























(U) On purely unda sr 
■UNCLASSIFIED- mus 
When transmitting pun 
markings are not requi 
"UNCLASSIFIED" In tt 
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(U) Banner 
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" Rules 

t by the -roll-up- or aggregation of portion marks. Generally, the roll-up process consists 











Juniority Block 



















Derivative Classification Authorit 
















































The guidance provided In this section is paraphrased from E01 
lance. Should there be any discrepancies between this Manual 
0 guidance will take precedence until the Manual is updated. Fc 
k, refer to EO 13526 and the ISOO Implementing Directive. Subf 
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(U) CAPCO Register 


(U) The CAPCO Register provides the list of authorized classification and control markings for the 1C. All markings used 
in a banner line and portion mark shall follow the order in which they appear In this list Refer to the «>™spondmg 
marking section in the CAPCO Manuel for specific marking Instructions and guidance (e.g.. banner line and portion mark 


(U) Table is (Uff FOUO) in Its entirety. 
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ECRU___ 

NONBOOK 

EL 

EU 

_EU_ 



-- 


P 

P 




"kmNnil^- 


KDK 

-Rl 1 IFF"iqfl- 

BLFH 

BLFH 

BLFH-[SUB-COMPARTMENT] (up to 6 alphanumeric 

characters) 

BLFH-XXXXXX 

BLFH-XXXXXX 

KAND-[SUB-COMPARTMENT] (up to 6 alphanumenc 

KAND-XXXXXX 

KAND-XXXXXX 

IDITAROD 

IDIT 

IDIT- 

IDIT-[SUB-COMPARTMENT] (up to 6 alphanumenc 

characters) 

IDIT-XXXXXX 

1DIT-XXXXXX 

RESERVE-(COMPARTMENT) (3 alphanumeric 

RSV-XXX 

SI 

RSV-XXX 

SI-ICOMPARTMENT1 (3 alphanumeric characters) 

GAMMA 

SI-XXX 

G 

SI-XXX 

G 

GAMMA (SUB-COMPARTMENT) (4 alphanumeric 

_characters) ___ 

TALENT KEYHOLE 

GXXXX 

GXXXX 

SPECIAL ACCESS REQUIRED-[PROGRAM IDENTIFIER) 

SAR-[PROGRAM 

IDENTIFIER] orSAR- 
[PROGRAM 
IDENTIFIER 
abbreviation) 

(SAR-[PROGRAM 

IDENTIFIER abbreviation]) 

6. Atomic Enemy Act Information Maridngs 

RESTRICTED DATA_ 

RD 

RD — 

rpmr.AI Nil ICI FAR WEAPON DESIGN INFORMATION 

CNWDI 

SIGMA f#l 

CNWDI 

SG [#1_ 

FORMERLY RESTRICTED DATA 

FRD 

FRD 

SIGMA r#i 

DOD UNCLASSIFIED CONTROLLED NUCLEAR 
INFORMATION 

DOD UCNI 

DCNI 

DOE UNCLASSIFIED CONTROLLED NUCLEAR 
INFORMATION 

DOE UCNI 

UCNI 

TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION_ 

TFNI 

-TFNI- 
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FOREIGN GOVERNMENT INFORMATION or 

FOREIGN GOVERNMENT INFORMATION [LIST]* 

(Note: This category is used when US classifiers denuativelv 
source foreign government marked information In US 
products.) 

IHjmI 

FGULISTJ 

[LIST] [non-US 
classification 
portion mark] 

NATO portion 

FGI [non-US classification 
portion markl 

Special Access Program Markings ___^ —-—— -—j-—----—-j 











FOR OFFICIAL USE ONLY_ 

FOUO 


ORIGINATOR CONTROLLED 

ORCON-USGOV 










PR 

AUTHORIZED FOR RELEASE TO [USA, US'D” 

REL TO [USA, LIST] 

REL 


RELIDO 


USA/ EYES ONLY (Note: walvered through 09 Sep 

2014) 

None 

EYES 

FOREIGN INTELLIGENCE SURVEILLANCE ACT 

DISPLAY ONLY [LIST] 

FISA 

DISPLAY ONLY ILIST1 





TIBUTION 

LIMDIS 







VD 



SBU 




LES 

LES 


LES NOFORN 


1 SENSITIVE SECURITY INFORMATION 




* -[LIST] - pertains to one or more CAPCO Register, Annex C trigraph oountry codes or CAPCO Register, Annex A and B 
tetragraph code(s) used with the Non-US, JOINT, FGI, or DISPLAY ONLY markings. Refer to the specific marking 
template in the Manual for '[LIST]' formatting and syntax guidance. 






jister Annex A - Telragraph Codes (classified, releasable) 
jister Annex B - Telragraph Codes (classified. NOFORN) 
lister Annex C - Trigraph Country Codes 

jister Annex D-Automated Marking System Guidance forDNI Developers (unpublished) 
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(U) CAPCO Manual 

1. (U) US Classification Markings 


in markings are used in 


9 and portion marks of US classified National Security 


- TOP SECRET 
. SECRET 

■ CONFIDENTIAL 

■ UNCLASSIFIED. 


(U) Note: There are only three classification levels defined In E0 13526: CONFIDENTIAL, SECRET, and TOP SECRET. 
UNCLASSIFIED Is a marking that Indicates the Information did not meet the threshold for classification as defined in EO 


(U) ICD 710 Foreign Disclosure and Release Markings or 

(U) Classified Information's defined byand underthe purview of1CD 710rshall be expliclttymarkedfor appropriate 

foreign disclosure and release at the portion and banner level. This requirement is reflected throughout the maritlng 
templates as ■[Explicit FD&R) - to represent one or more of the following dissemination control markings: NOFORN, REL 
TO RELIDO, and DISPLAY ONLY. Originators of intelligence information are responsible for determining appropnate 
classification markings for the Information they produce, and for applying the appropriate control markings that implement 
DNI guidelines for dissemination (foreign and domestic). Follow internal agency procedures for the use of foreign 
disclosure and release markings with classified information. 


(U) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures 
for the Disclosure of Classified Military Information to Foreign Governments and International Organizations (short title: 
National Disclosure Policy-1 (NDP-1)). Within the Department of Defense, application of foreign release markings is 
accomplished by the Foreign Disclosure Officer (FDO)when foreign release is needed. 

(U) Uncaveated Classified Intelligence Information Used as a Derivative Source 
(U) In accordance with EO 13526, §2.1 and ICI 


and other warnings. 

(U) When sourcing from classified Intelligence material that bears no control markings (uncaveated) and requires an 
explicit foreign disclosure and release decision per ICD 71" "" --- “ " 




marking used in this sourcing sc 
(U) Note: If sourcing caveated (additional controls) classified intelligence mi 
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TOP SECRET 


(U) Authorized Bai 
(U) Authorized Bai 
(U) Authorized Portion Mark 
(U) Example Banner Line 
(U) Example Portion Mark: 

(U) Marking Sponsor/Policy Baals: 


TOP SECRET//[Explidt FD&R] 
(TS//]Expllcit FD&R]) 

OCA/EO 13526, §1.2(a) 


(U) Definition: Under E0 13526, TOP SECRET shall be applied to Information, the unaulhorlzed dlsclosure of whlch 
reasonably could be expected to cause exceptionally grave damage to the national secunty that the original classification 
authority (OCA) is able to identify or describe. 

(U) Further Guidance: 

■ ISOO Implementing Directive, §2001.24 

■ ICD710 

(U) Applicability: Available for use by all agencies. 

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May not be used with US UNCLASSIFIED, 
CONFIDENTIAL or SECRET; or non-US or JOINT classification markings, In the banner line or portion mark. 

(U) Relatlonshlp{s) to Other Markings: May be used with other markings listed In the CAPCO Register for the SCI, 
SAP, AEA, FGI, Dissemination Control Markings, and Non-IC Dissemination Control Markings categories, unless 
specifically prohibited. 

(U) Precedence Rules for Banner Line Guidance: TOP SECRET takes precedence t 
and UNCLASSIFIED and must always roll-up to the banner line. 

(U) Commingling Rule(s) Within a Portion: May be combined with other information at a lower classification level ar 
the TS marking must convey in the portion mark. 

(U) Notional Example Page: 


er SECRET, CONFIDENTIAL, 


TOP SECRET//NOFORN 

(TS//NF) This is the portion mark for a portion that Is classified TOP SECRET and is not releasable to foreign 
nationals. This portion is marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

TOP SECRET//NOFORN 


UNCLASSIFIED//TOttO- 
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e: SECRET lakes precedence over UNCLASSIFIED and 


(U) Commingling Rt 
the S mariring must c 
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UNCLASSIFIED/ 


(U) Notional Example Page 1: 


SECRET//RELIDO 


(U) This Is the portion mark for an UNCLASSIFIED portion that is t- 

this portion is not considered in developing the overall banner line RELIDO i 
FD&R Dortion mark. This portion is marked for training purposes only. 












CONFIDENTIAL 


(U) Authorized Banner Line Marking Title: 
(U) Authorized Bs 
(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponsor/Pollcy Bai 


CONFIDENTIAU/IExpllcIt FD&R] 
(C//[Explicit FD&R]) 

OCA/EO 13526, §1.2(a) 


(U) DefinHIon: Under EO 13526, CONFIDENTIAL shall be applied to information, the unauthorized disclosure of which 
reasonably could be expected to cause damage to the national security that the onglnal classification authority Is able to 
identify or describe. 

(U) Further Guidance: 

■ ISOO Implementing Directive, §2001.24 
. ICD710 

(U) Applicability: Available for use by all agencies. 

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May not be used with US UNCLASSIFIED, 
SECRET, or TOP SECRET; or non-US or JOINT classification markings, In the banner line or portion mark. 

(U) Relationship!*) to Other Markings: May be used with other markings listed in the CAPCO Register for the SCI, 
SAP AEA, FGI, Dissemination Control Markings, and Non-IC Dissemination Control Markings categories, unless 


is Guidance: CONFIDENTIAL takes precedence 


er UNCLASSIFIED In the 


the C marking must convey In 


(U) Notional Example Page: 


CONFIDENTIAU/RELIDO 


(C//RELIDO) This is the portion 
determined Is releasable by an 


mark for a portion that is classified CONFIDENTIAL which the originator has 
Information disclosure official. This portion is marked for training purposes only. 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 


CONFIDENTIAL/fRELIDO 


UNCLASSI FIED/TfSBe- 




UNCLASSIFIED 


(U) Authorized Banner Line Marking Title: 

(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark: 

(U) Example Banner Line: UNCLASSIFIED 

(U) Example Portion Mark: (U) 

(U) Marking Sponsor/Policy Baals: None/EO 13S28, §1.6(0) 

(U) Definition: A designation used to mark Information that does not meet the criteria for classified (CONFIDENTIAL, 
SECRET or TOP SECRET) national security Information as defined by E0 13526. 

(U) Further Guidance: 

■ ISOO Implementing Directive, §2001.24 
. ICD 710 


(U) Applicability: Available for use by all agencies. 

(U) ^ dd ]^ , p "^y“ r J < g"® | J" ) s of classification: May not be used with US CONFIDENTIAL, SECRET or TOP SECRET; or 
non-US or JOINT classification markings, In the banner line or portion mark. 

• A classification authority block Is not required on unclassified information. 

(U) Relatlonshlp(s) to Other Markings: May be used with other markings listed in the CAPCO Registerfor the AEA, 

FGI, Dissemination, and Non-IC Dissemination Control Markings categories, unless specifically prohibited. 

(U) Precedence Rules for Banner Line Guidance: Aocnricn 

■ UNCLASSIFIED only rolls-up to the banner line when all portions of the document are UNCLASSIFIED. 

■ If a document has portions of unclassified or unclassified with dissemination controls information that include 
explicit FD&R marking(s), those markings are used in determining the overall document s banner line FD&R 

■ da document has portions of unclassified information that do na! Include explicit FD&R marking(s), those 

portions are not used in determining the overall document’s banner line FD&R markings). This rule Is provided 
for automated system FD&R banner line aggregation processing. It is approbate for 1C classIHers to follow this 
guidance in the absence of any applicable local agency FD&R processes that require additional restnctions or 
internal controls for FD&R review of unclassified Information. , . ..., 

. If a document has portions of unclassified with dissemination controls information that do no! Include explicit 
FD&R marking(s), those portions are treated as RELIDO for purposes of determining the overall document s 
banner line FD&R marking(s). 

<U) Commingling Rule(s) Within a Portion: May be combined with other information bearing other classification levels. 

May not appear in the portion mark when combined with Information classified at a higher level. 

(U) ^ ote J nda8S|fied lnformaflon | S withheld from public release until approved for release by the originator. 
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led over a classified system, (he designation "UNCLASSIFIED" must be used 
Bseminalion controls that may apply, such as FOUO or PROPIN. 
ny control markings must also be portion marked. 

•UNCLASSIFIED* on hard copy documents that are UNCLASSIFIED and 
as FOUO or PROPIN. 















UNCLASSIFIED//F6Ud" 


(U) Notional Example Page 3: 


SECRET//NOFORN/FISA 



training purposes only. 


(S//REL TO USA, GBR) This Is the portion mark for a portion that is classitied SECRET and that the originator has 
determined is releasable to USA and United Kingdom. This portion is marked for training purposes only. 

(U) Note: Documents containing multiple portions with different foreign disclosure or release markings must be 
marked overall with the most protective marking. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 

SECRET//NOFORN/FISA 


(U) Notional Example Page 4: 


UNCLASSIFIED//NOFORN//SBU 


(U//SBU-NF) This Is the portion mark for an UNCLASSIFIED portion that is controlled SBU NOFORN. Because this 
portion has an FDSR marking of NOFORN, the overall FD&R marking in the banner line must be NOFORN. This 
portion Is marked for training purposes only. 

(U//REL TO USA, FVEY) This Is the portion mark for a portion that Is UNCLASSIFIED and that the originator has 
determined Is releasable to USA and Australia, Canada, New Zealand, and United Kingdom. This portion is marked 
for training purposes only. 


(U) Note: The classification authority block Is not required on unclassified Information. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more Information. 


UNCLASSIFIED//NOFORN//SBU 


UNCLASSIFIED//Feue- 



UNCLASSIFIED//FOtJO 



(U) Notional Example Page 5: 

SECRET//REL TO USA, JPN 



(S//REL TO USA, JPN) This Is the portion mark for a pc 


(U) Note: The classification authority block is required on all US classified NSI. See the 1SOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 


SECRET//REL TO USA, JPN 


UNCLASSIFIED//FOUO- 



2. (U) Non-US Protective Markings (Refer to the CAPCO Manual 
Appendices A, B, and C) 











UNCLASSIFIED//JEOUd" 


3. (U) JOINT Classification Markings 

(U) JOINT classification markings are used on Information which Is owned "^ T u “ d ,^ m °' e *1^,? 
international oraanizationts). Currently the US is the only country using the JOINT marking (i.e., US is always a co¬ 
owner/producer). The JOINT marking will also appear in the Non-US Protective Markings category once a foreign 
govemment(s) adopts the JOINT marking into their classification system. 

(U) The JOINT classification marking always starts with a double forward slash, i.e., ’IT. 

(U) The JOINT marking takes the following form: 

■ //JOINT [classification] [UST]//REL TO [USA, LIST] 

(U) -[LIST]- pertains to one or more CAPCO Register, Annex C trigraph country codes or CAPCO Register, Annex A and 
B tetragraph code(s) used with the JOINT marking. 

(U) ‘[USA, LIST]' pertains to the string that contains "USA" followed by one or c ^O RogWer; Annex C tngraph 
country code(s) or CAPCO Register, Annex A and B tetragraph code(s) used with the REL TO marking. USA must 
always appear first whenever the REL TO string Is used to communicate release decisions either by the US or a Non-US 
entity. Refer to the REL TO marking template In the Manual for "(LIST]' formatting and syntax guidance. 

(U| Note: Jointly classified Information no longer carries an implied release to the co-owners and requires a REL TO 
[USA, LIST) marking that Includes at least the co-owners In the LIST at both the portion and banner level per ICD 710, 


UNCLASSIFIED/ /Fees- 



(U) Authorized Banner Line Marking Title: 

(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark (US co-owner) 
(when the portion’s country trigraphs and/or 
tetragraph list Is different from the banner line 
JOINT marking): 

(U) Authorized Portion Mark (when the portion’s 
country trigraphs and/or tetragraph list Is the 
same as the banner line JOINT): 


(U) Example Banner Line (US co-owner): 
(U) Example Portion Mark (US co-owner): 


//JOINT (Classification Level] (LIST) 


//JOINT [Classification Level Portion Mark] [LIST]//REL TO [USA, 
LIST] 


//JOINT [Classification Level Portion Mark]//REL [TO USA, LIST) 
(Note: the "REL” portion mark abbreviation may used with the 
JOINT portion mark, If the portion's ‘REL TO" country trigraphs 
and/or tetragraph list Is the same as the banner line REL TO 
country trigraph and/or tetragraph list.) 

//JOINT TOP SECRET CAN 1SR USA//REL TO USA, CAN, ISR 
(//JOINT S AUS USA//REL TO USA, AUS) 


(U) Marking Sponsor/Pollcy Baals: 


Respective Countries/E013526, §6.1 (s)(2) 


(U) Definition: This category covers markings for information that Is Jointly owned and/or produced by more than one 
country/intemational organization. 


. ISOO Implementing Directive, 32CFR2001, §2001.24(c), Foreign government information 
. ISOO Implementing Directive, 32CFR2001, §2001.54, Foreign government Information 
. ISOO Implementing Directive, 32CFR2001, §2001.55, Foreign disclosure of classified Information 
. ICD710 

(U) Applicability: Available for use by all 1C elements. 

(U) Additional Marking Instructions: 

■ Authorized classifications and portion marks are as follows: 

. TOP SECRET (TS) 

. SECRET (S) 

. CONFIDENTIAL (C) 

. UNCLASSIFIED (U) 

‘ nently, the US is always a JOINT i 


e, RESTRICTED may not be used wi 


JOINT marking as it is a non-US classification for which there is no US equivalent marking. 

-[LIST]- pertains to one or more CAPCO Register, Annex C trigraph country codes or CAPCO Register, Annex A 
and B tetragraph code(s) used with the JOINT marking. Country trigraph codes are listed alphabetically followed 
by tetragraph codes In alphabetical order. Multiple codes are separated by a single space. 

"[USA LIST]' pertains to the string that contains 'USA’ followed by one or more CAPCO Register, Annex C 
triqrap’h country code(s) or CAPCO Register, Annex A and B tetragraph code(s) used with the REL TO marking. 
■USA" must always appear first whenever the REL TO string is used to communicate release decisions either by 
the US or a Non-US entity. Refer to the REL TO marking template In the Manuel for (LIST] formatting and 


UNCLASSIFIED//F9«©- 





source document, cany forward the trigraph/tetragraph codes listed In the source document banner line to the 
new portion mark (see page example below). 

The banner line contains the following: 

• Highest classification level of all portions, expressed as a US classification marking. 

• The JOINT marking Is not carried foiward to the banner line in US documents, but remains for applicable 
portions. 

. The FGI marking is then added to the banner line Including all trigraph/letragraph codes Identified in the 
JOINT portion(s). 

• REL TO, to Include all common non-US country trigraph/letragraph codes identified In the JOINT portions, 
unless a portion is marked NOFORN, in which case the NOFORN marking must appear In the banner line. 














UNCLASSIFIED//F8UH- 


(U) Notional Example Page 1: 

//JOINT SECRET CAN GBR USA//REL TO USA, CAN, GBR 

banner line). This portion Is marked for training purposes only. 

(//JOINT S CAN GBR USA//REL TO USA. FVEY) This Is the portion mark for 

Canadian, British, and US SECRET as the co-owners have authorized further release to Australia and New zea a . 
This portion Is marked for training purposes only. 

ownen'Se^he^SOO^mp^e^nUng Dirartive^d GenTr^'w^^ng^WanM^ctton^f thts^TCumenHorm^re*" 

Information. 

//JOINT SECRET CAN GBR USA//REL TO USA, CAN, GBR 


(U) Notional Example Page 2: 


•T GBR USA//REL TO USA, FV 


This portion is marked for training purposes only. 

infonriation. 

//JOINT SECRET GBR USA//REL TO USA, FVEY 


(U) Notional Example Page 3: 

SECRET//FGI GBR //REL TO USA, AUS. CAN, GBR, NZL 

(//JOINT S GBR USA//REL) This is the portion mark for a portion that is classified JOINT British and US SECRET. 
The Briflsh and US as co-owners have authorized further release to Australia, Canada, and New Zealand (same as 
banner line). This portion is marked for training purposes only. 

(S//REL) This is the portion mark for a portion that Is classified US SECRET and authorized for release ^Australia, 
Canada, New Zealand, and United Kingdom (same as banner line). This portion is marked for training purposes only. 

(U) Note: The classification authority block Is required on all JOINT classified documents Ibecause the US is ai co- 
owner” See the ISOO Implementing Directive and General Marking Guidance Section of this document for more 
information. 

SECRET//FGI GBR //REL TO USA. AUS, CAN, GBR, NZL 


UNCLASSIFIED//FOUO— 



















































UNCLASSIFIED/ /FOBO- 



(U) Authorized Banner Line Marking Title: 
(U) Authorized Benner Line Abbreviation: 



TrSSss, 



UNCLASS IFIED/ /FeUe- 

















IFIED//FOBO- 


J) Notional Example Page: 


TOP SECRET//EL/SI//REL TO USA, CAN, GBR 

(TS//EL/SI//REL) This Is the portion mark tor a portion that is classified TOP SECRET, contains EL and SI 
Information, and Is authorized for release to Canada and United Kingdom. This portion is marked for training 
purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more Information. 

TOP SECRET//EL/SI//REL TO USA, CAN, GBR 


UNCLASSIFIED/ /FQUO- 



UNCLASSIFIED//-F0U6- 


















(U) Notional Example Page: 


TOP SECRET//EL-ECRU/SI//REL TO USA, CAN, GBR 

(TS//EL-EU/SI//REL) This Is the portion mark tor a portion that is classified TOP SECRET, contains EL-ECRU and 
SI information, and Is authorized for release to Canada and United Kingdom. This portion is marked for training 
purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

TOP SECRET//EL-ECRU/SI//REL TO USA. CAN, GBR 


UNCLASSIFIED//F9U0- 














[FIED//-P6He— 


(U) Notional Example Page: 

TOP SECRET//EL-NK/SI//REL TO USA, CAN, GBR 

(TS//EL-NK/SI//REL) This is the portion mark tor a portion that Is classified TOP SECRET, contains EL and SI 
information, and is authorized tor release to Canada and United Kingdom. This portion is marked for training 
purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 


TOP SECRET//EL-NK/SI//REL TO USA, CAN, GBR 




(U) Definition: Hus is 


(U) Further Guidance: 

■ EO 13526, §4.3 

■ DCID 6/1 

■ ICO 304 

• ICD710 

> HCS Security Manual 

• HCS Classification Guide 

(U) Applicability: Agency specific. 

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May be used only with TOP SECRET, 
SECRET, or CONFIDENTIAL. 

(U) Relationship(s) to Other Markings: NOFORN is required. 

(U) Precedence Rules for Banner Line Guidance: All unique SCIs contained in the portion marks must always appear 
In the banner line. 


(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and 
the HCS marking must be conveyed in the portion mark. 

(U) Derivative Uae (l.e., re-use of Information In whole or in part In Intelligence products): HCS information may be 
sourced in accordance with relevant 1C policy and/or procedures. See above precedence and commingling rules. 


52 


unclassified/ /peue- 







(U) Notional Example Page: 


SECRET//HCS//NOFORN 

(S//HCS//NF) This is the portion mark for a portion that is classified SECRET, contains HCS information, and 
releasable to foreign nationals. This portion is marked for training purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//HCS//NOFORN 


UNCLASSIFIED/ /FOBS 





ES?" 




a&r 























UNCLASSIFIED//F6UQ— 


(U) National Example Page Is UtfrotfO: 


This is the portion mark for a portion that is classified SECRET, contains information thr 

rsonglnatorcontrolled, and not releasable to foreign nationals. This portion is marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more Information. 


UNCLASSIFIED//F6«e- 










UNCLASSIFIED//-PeBe- 


[(b)(3) | 
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UNCLASSIFIED//F6H&- 


(U) Notional Example Page Is U/ZF OUOi 


(U) Note: Tho classification authority block Is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 


UNCLASSIFIED//m» 









RbPT 


unclass i nED//peBe— 



(U//F©ue) Authorized Banner Line Marking Title: 


(U//FQUG) Authorized Banner Line t 


i Abbreviation: 


(U//POUQ) Authorized Portion Mark: 


(U//POU®) Example Banner Line: 



(UHPOttO) Example Portion Mark: 
(U) Marking Sponaor/Policy Basle 



DNI/EO 13526, §4.3 



(U) Further Guidance: 

■ ICD 304 
> DCID 6/1 

■ ICD 710 

• HCS Program Manual 

■ HCS Classification Guide 

(U) Applicability: Agency specific. 

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May be used only with TOP SECRET and 
SECRET. 

(U) Relationship/*) to Other Markings: Requires HCS and NOPORN. 

(U) Precedence Rules for Banner Line Guidance: All unique SCIs contained in the portion marks must always appear 
In the banner line. 

(U/fFet fttt Com mingling Rule(s) Within a Portion: May be combined with other cavealed information when appropriate 
and the^^^Pnarking must be conveyed in the portion mark. 

(U//FOUO)-Derivative Use (l.e., re-use of information in whole or in part in Intelligence products): 
information may be sourced in accordance with relevant policy and/or procedures. See above precedence and 
commingling rules. 
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unclassified/ /trees- 







UNCLASSIFIED//TOO©- 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 












UNCLASSIFIED//FOSS- 


(U/,TC'JC; PRODUC ' iSUB COMPARTMENT] (up to 6 alphanumeric: 
jchawcMms! *gjp _ 


(U//FOOO) Authorized Banner Line Marking Title: 

(U//rmiO> Authorized Banner Line Abbreviation: 
(U//FG«e)-Authorized Portion Mark: 

(U//FGUG) Example Banner Line: 

(U//FGUe) Example Portion Mark: 

(UrtPOUO) (U//F6U6) Example Banner Line with 
Multiple PRODUCT Identifiers: 

(U//FOUO) Example Portion Mark with Multiple 
PRODUCT Identifiers: 

(U) Marking Sponsor/Policy Basis: 


DNI/EO 13526, §4.3 


(U) Further Guidance: 

• ICD 304 

■ DCID 6/1 

■ ICD 710 

■ HCS Program Manual 

■ HCS Classification Guide 


(U) Applicability: Agency specific. 

(U) Additional Marking Instructions: Applicable Level(s) of Classification: Requires TOP SECRET or SECRET. 
(U//FOUO) Relationshlp(s) to Other Markings: 

(U) Precedence Rules for Banner Line Guidance: All unique SCIs contained In the portion marks must always appear 
In the banner line. 

(Uf/FO UQ) Com mingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate 
and theJ^P sub-compartment(s) marking must be conveyed in the portion mark. 

(U//FOUO)-Derivative Use (l.e., re-use of information in whole or in part in intelligence products): sub¬ 

compartment information may be sourced in accordance with relevant policy and/or procedures. See above precedence 
and commingling rules. 


UNCLASSIFIED//F60O 













UNCLASSIFIED//KUIO. 


fW 


(U) Notional Example Page le UllFWe-. 


| This is the portion mark for a portion that is classified TOP SECRET, contains H- 
on, Is originator controlled, and not releasable to foreign nationals. This portion ismarkod 


(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 


UNCLASSIFIED//EWD 















' SECRET//KDK//NOFORN 



’ SECRET//KDK//NOFORN 



(U) Marking Title: 

(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponaor/Pollcy Basis: 

(U) Definition: A KLONDIKE (KDK) compartment. 


BLUEFISH 

BLFH 

BLFH 

TOP SECRET//KDK-BLFH//NOFORN 
(TS//KDK-BLFH//NF) 

DNI/KDK Policy 


(U) Further Guidance: 

■ EO 13526 §4.3 

■ ICD710 
• DC1D 6/1 

. NSGI SC 9204, KLONDIKE Control System (KCS) Instruction 

■ NSGM CS 9301, KLONDIKE Control System SCG 

(U) Applicability: Agency specific— — 


(U) Relationship^) to Other Markings: 

■ Requires KDK. 

• Requires NOFORN. 

■ May not be used with RSEN. 

■ May not be used with IMCON. 


(U) Precedence Rules for Banner Line Guidance: All unique SCIs contained in the portion marks must always appear 
in the banner line. 


(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and 
the KDK-BLFH marking must be conveyed in the portion mark. 



UNCLASSIFIED//FOUO- 




(U) Notional Example Pafle: 


TOP SECRET//KDK-BLFH//NOFORN 


(TS//KDK-BLFH//NF) This is the portion mark for a portion that is classified TOP SECRET, contains KLONDIKE- 
BLUEFISH information, and Is not releasable to foreign nationals. This portion is maiked for training purposes y. 

<U> Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

TOP SECRET//KDK-BLFH//NOFORN 








UNCLASSIFIED//TOOD— 


(U) Notional Example Page 1: 


TOP SECRET//KDK-BLFH ABCD//NOFORN 


training purposes only. 


(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 


TOP SECRET//KDK-BLFH ABCD//NOFORN 


(U) Notional Example Page 2: 

TOP SECRET//KDK-BLFH ABCD-IDIT//NOFORN 


(TS//KOK-BLFH ABCD//NF) This Is the portion mark fi 
KLONDIKE-BLUEFISH ABCD Information, and is not 
training purposes only. 


for a portion that Is classified TOP SECRET, contains 
releasable to foreign nationals. This portion is marked for 


(TS//KDK-IDIT//NF) This Is the portion mark for a portion that Is classified TOP SECRET, contains KLONDIKE- 
IDITAROD information, and-ls not releasable-to foreign nationals. -This portion is marked for training-purposes only.— 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 


TOP SECRET//KDK-BLFH ABCD-IDIT//NOFORN 


UNCLASSIFIED//EOUO— 


IDITAROD 


(U) Marking Title: 

(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark: 

(U) Example Banner Une: 

(U) Example Portion Mark: 

(U) Marking Sponsor/Policy Baals: 

(U) Definition: A KLONDIKE (KDK) compartment. 


IDIT 

IDIT 

TOP SECRET//KOK-IDIT//NOFORN 
(TS//KDK-IDIT//NF) 

DNI/KDK Policy 


(U) Further Guidance: 

■ EO 13526 §4.3 
• ICD710 

■ DCID 6/1 

■ NSGI SC 9204, KLONDIKE Control System (KCS) Instruction 

■ NSGM CS 9301, KLONDIKE Control System SCG 

(U) Applicability: Agency specific. 


(U) Relationshlp(s) to Other Markings: 

■ Requires KDK. 

■ Requires NOFORN. ^ 

• May not be used with IMCON. 


(U) Precedence Rules for Banner Line Gul. 
in the banner line. 


e: All unique SCIs contained in the portion marks mu 


ays appear 


(U) Commingling Rule(s) Within a Portion: May be combined with other caveated Information when appropriate and 
the KDK-IDIT marking must be conveyed In the portion mark. 

.... ||„ Ire-uso of information In whole or In part Into intelligence products): KDK-IDIT Information may 







SECRET//KOK-IDIT//NOFORN 


a portion that is classified TOP SECRET, contains KLONDIKE- 
, foreign nationals. This portion is marked for training purposes only. 

squired on all US classified NSI. See the ISOO Implementing Directive 
document for mote information. 

JP SECRET//KDK-IDIT//NOFORN 




(U) Authorized Banner Line Marking Title: 


IDITAROD [SUB-COMPARTMENT] (up to 6 alphanumeric 
characters) 

(U) Authorized Banner Line Abbreviation: IDIT [SUB-COMPARTMENT] (up to 6 alphanumeric characters) 

(U) Authorized Portion Mark: IDIT [SUB-COMPARTMENT] (up to 6 alphanumeric characters) 

(U) Example Banner Line: TOP SECRET//KDK-IDIT ABCD//NOFORN 

(U) Example Portion Mark: (TS//KDK-IDIT ABCD//NF) 

(U) Marking Sponaor/Pollcy Basis: DNI/KOK Policy 

(U) Definition: A KDK-IDIT sub-compartment. 

(U) Further Guidance: 

- EO 13526 §4.3 
. ICD710 
. DCID 6/1 

• NSGI SC 9204, KLONDIKE Control System (KCS) Instruction 
■ NSGM CS 9301, KLONDIKE Control System SCG 

(U) Applicability: Agency specific. 


.. ' _I_'i, i.ahhmuietion for the KLONDIKE Control System and 


should not be used In portion or banner markings. 


(U) Relatlonship(s) to Other Markings: 

■ Requires KDK-IDIT. 

• Requires NOFORN. 

■ May not be used with RSEN. 

■ May not be used with IMCON. 


(U) Precedence Rules for Banner Line Guidance: All unique SCIs contained In the portion marks must always appear 
In the banner line. 

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated Information when appropriate and the 
KDK-IDIT sub-compartment marking(s) must be conveyed in Ihe portion mark. 

(U) Derivative Use (i.e„ re-use of Information In whole or In part In Intelligence products): KDK-IDIT sub- 




UNCLASSIFIED//WOO- 


(U) Notional Example Page 1: 


TOP SECRET//KDK-IDIT ABCD//NOFORN 


(TS//KDK-IDIT ABCD//NF) This is the portion mark for a portion that Is classified TOP SECRET, Mnrains RLUNu.nc- 
IDITAROD ABCD information, and is not releasable to foreign nationals. This portion is marked for training purposes 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 


TOP SECRET//KDK-IDIT ABCD//NOFORN 


(U) Notional Example Page 2: 

TOP SECRETOKDK-IDIT ABCD-KAND//NOFORN 

(TS//KDK-IOIT ABCD//NF) This Is the portion mark for a portion that Is classified TOP SECRET, contains I^ONDIKE- 
ID1TAROD ABCD Information, and is not releasable to foreign nationals. This portion is marked for training purposes 

(TS//KOK-KAND//NF) This is the portion mart^a portto^a 5 JsdaMfflwlTOP SECRCT,Mnte^rat^NDH<E-_ 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 


TOP SECRET//KDK-IDIT ABCD-KAND//NOFORN 


UNCLASSIFIED//FOHO- 



(U) KANDIK 


(U) Marking Title: 

(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponsor/Pollcy Baals: 

(U) Definition: A KLONDIKE (KDK) compartment. 


KANDIK 


KAND 

TOP SECRET//KDK-KAND//NOFORN 
(TS//KDK-KAND//NF) 

DNI/KDK Policy 


(U) Further Guidance: 

■ EO 13526 §4.3 

■ ICD710 
• DCID 6/1 

■ NSGI SC 9204, KLONDIKE Control System (KCS) Instruction 

■ NSGM CS 9301, KLONDIKE Control System SCG 

(U) Applicability: Agency specific. 


(U) Additional Marking Instructions: 


Applicable Level(s) of Classification: May be used with TOP SECRET or SECRET 
•KCS" Is not an authorized marking. It»- «hhrmiii»Hrm far *h« klondik 

should not be used In portion or' 


is an authorized abbreviation for the KLONDIKE Cor 


(U) Relatlonshlp(s) to Other Markings: 

■ Requires KDK. 

. Reouires NOFORN. 








DNCLRSSIFIED//Pe«e 



(U) Notional Example Page: 


TOP SECRET//KDK-KAND//NOFORN 




(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implemenlina Directive 
and General Marking Guidance Section of this document for more information. 


TOP SECRET//KDK-KAND//NOFORN 


UNCLASSIFIED//FOUO— 





I (U) KANOIK |SUB-(:OMPAK'IMENTJ (up to 6 alphanum 


(U) Authorized Banner Line Marking Title: 


(U) Authorized Banner Line Abbreviation: 


TOP SECRET//KDK-KAND ABCD//NOFORN 


(U) Marking Sponaor/Pollcy Basis: DNI/KDK Policy 

(U) Definition: A KQK-KAND sub-compartment. 

(U) Further Guidance: 

• EO 13526 §4.3 

■ ICD 710 

• DCID 6/1 

■ NSGI SC 9204, KLONDIKE ControfSystem (KCS) Instruction- — 

• NSGM CS 9301, KLONDIKE Control System SCG 

(U) Applicability: Agency specific. 

(U) Additional Marking Instructions: __™, T 

■ Applicable Level(a) of Classification: Requires TOP SECRET or SECRET. . 

■ ■KCS" is not an authorized marking. It is an authorized abbreviation for the KLONDIKE Control System and 
should not be used In portion or banner markings. 

(U) Relationship(s) to Other Markings: 

■ Requires KDK-KAND. 

■ Requires NOFORN. 

■ May not be used with RSEN. 

• May not be used with IMCON. 









UNCLASSIFIED//F6WO- 


(U) Notional Example Page 1: 


SECRET//KDK-KAND ABCD//NOFORN 

on mark for a portion that Is classified Ti 
is not releasable to foreign nationals. T 

(U) Note: The classification authority block is required on all US classified NSI. Sea the ISOO Implementing Directive 


(TS//KDK-KAND ABCD//NF) This Is the portion mark for a portion that Is classified TOP SECRET, contam. 
KLONDIKE-KANDIK ABCD information, and Is not releasable to foreign nationals. This portion Is marked for training 
purposes only. 


TOP SECRET//KDK-KAND ABCD//NOFORN 


(U) Notional Example Page 2: 


TOP SECRET//KDK-IDIT-KAND ABCD//NOFORN 


(TS//KOK-KAND ABCD//NF) This Is the portion mark for a portion that is classified TOP SECRET, contains 
KLONDIKE-KANDIK ABCD information, and Is not releasable to foreign nationals. This portion Is marked for training 
purposes only. 

(TS//KOK-IDIT//NF) This Is the portion mi 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

TOP SECRET//KDK-ID1T-KAND ABCD//NOFORN 


UNCLASSIFIED//F0UO- 



(U) RESERVF 









UNCLASSIFIED//FOBO- 


(U) Notional Example Page: 


TOP SECRET//RSV-ABC//NOFORN 


(TS//RSV-ABC//NF) This 
information from the ABC 


purposes only. 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 


TOP SECRET//RSV-ABC//NOFORN 


UNCLASSIFIED//FeWO - 









UNCLASSIFIED//F8UU 


(U) Notional Example Page: 


TOP SECRET//RSV-ABC-123//NOFORN 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 


TOP SECRET//RSV-ABC-123//NOFORN 


UNCLASSIFIED//EOUe- 





















(U) Authorized Banner Line Marking Title: SI-[COMPARTMENT] (3 alpha characters) 

(U) Authorized Banner Line Abbreviation: SI-[COMPARTMENT) (3 alpha characters) 

<U) Authorized Portion Mark: SI-[COMPARTMENT] (3 alpha characters) 

<U) Example Banner Line: TOP SECRET//SI-ABC//|Explicit FD&R 

(U) Example Portion Mark: (TS//Sl-ABC//lExpliclt FD&R]) 

(U) Example Banner Line with Multiple TOP SECRET//SI-A8C-EFG-G PXYZ//ORCON/[Expllcit 

Compartments: FD&R] 

(U) Marking Sponsor/Policy Basis: DNI/National Security Act of 1947, as amended, Title I, §105 

(b)(1) 

(U) Definition: SI compartment. 

(U) Further Guidance: 

• DCID 6/1 

• ICO 710 

• NSA/CSS COMINT Classification Guide 
(U) Applicability: Agency specific. 


(U) Additional Marking Instructions: 

■ Applicable Level(s) of Classification: Requires TOP SECRET. 

• Requires SI. 

■ SI compartments consist of 3 alpha characters. „ , 

. sc, fJo Indicators used to g ro up compart ments, such as -EfiT . W not fro ^ed l n fhebanner ffne and portio n 
mark. For example, Information formerly marked TS//SI-ECI ABC will now be marked TS//SI-ABC. 

<U) Relatlonship(s) to Other Markings: May be used with other control markings listed in the Regfeferwhen authorized. 

a: Multiple compartments within the SI control system shall be listed 


(U) Con 


i a Portion: May be combined with other caveated Information when appropriate and 











GAMMA 


(U) Authorized Banner Line Marking Title: 
(U) Authorized Banner Line Abbreviation: 
(U) Authorized Portion Mark: 

(U) Example Banner Line: 


TOP SECRET//SI-G//ORCON/[Explicit FD&R] 


(U) Example Portion Mark: <TS//SI-G//OC/[Expllcit FD&R)) 

(U) Marking Sponsor/Policy Basis: DNI/National Security Act of 1947, as amended, Title I, §105 

(U) Definition: An SI compartment. 

(U) Further Guidance: 

■ DCID 6/1 
. ICD710 

■ NSA/CSS COMINT Classification Guide 


(U) Applicability: Agency specific. 

(U) Additional Marking Instructions: AppHcable-tevel(a) of Classification: Requires-TOP SECRET— 


(U) Relatlonship(s) to Other Markings: Requires SI and ORCON. 

(U) Precedence Rules for Banner Line Guidance: All unique SCIs contained In the portion marks must always appear 
in the banner line. 


(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and the 
Sl-G marking must be conveyed in the portion mark. 


(U) Derivative Use (i.e„ re-use c 
may be sourced in accordance w 


of Information In whole or in part in Intelligence products): SI-GAMMA information 
vith relevant policy and/or procedures. See above precedence and commingling rules. 


(U) Notional Example Page: 


TOP SECRET//SI-G//ORCON/NOFORN 


(TS//SI-G//OC/NF) This is 
information, is ori~'“‘ 
purposes only. 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 


TOP SECRET//SI-G//ORCON/NOFORN 


UNCLASSIFIED//F6W> 



(U) Authorized Banner Line Marking Title: 

(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Example Banner Line with Multiple GAMMA 
Identifiers: 

(U) Marking Sponaor/Pollcy Baals: 

(U) Definition: An SI-GAMMA sub-compartment. 

(U) Further Guidance: 

■ DCID 6/1 

■ ICD 710 

■ NSA/CSS COMINT Classification Guide 
(U) Applicability: Agency specific. 

(U) Additional Marking Instructions: Applicable Level(s) of Classification: Requires TOP SECRET. 

(U) Relatlonshlp(s) to Other Markings: Requires SI, G, and ORCON. 

(U) Precedence Rules for Banner Line Guidance: All unique SCIs contained In the portion marks must always appear 
In the banner line. 

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and the 
Sl-G sub-compartment marking(s) must be conveyed in the portion mark. 


In part In Intelligence products): SI-GAMMA sub¬ 
relevant policy and/or procedures. See above precedence 


GAMMA (SUB-COMPARTMENT) (4 alpha characters) 

G (SUB-COMPARTMENT) (4 alpha characters) 

G (SUB-COMPARTMENT) (4 alpha characters) 

TOP SECRET//SI-G ABCD//ORCON/[Explicit FD&R] 
(TS//SI-G ABCD//OC/[Explicit FD&R]) 

TOP SECRET//SI-G ABCD EFGH//ORCON/[Explicit FD&R) 

DNI/National Security Act of 1947, as amended, Title I, §105 

(bXI) 







UNCLASSIFIED//FOUff 


(U) Notional Example Page: 

TOP SECRET//SI-G ABCD//ORCON/NOFORN 



purposes only. 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

TOP SECRET//SI-G ABCD//ORCON/NOFORN 


UNCLASSIFIED//POUfr 



TALENT KEYHOLE 


(U) Authorized Banner Line Marking Title: 
(U) Authorized Banner Line Abbreviation: 
(U) Authorized Portion Marie 
(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponsor/Pollcy Basis: 


TK 

SECRET//TK//[Gxplicit FO&R] 

(S//TK//[Explicil FD&R)) 

DNI/Whlte House Memorandum of Aug 26,1960 


(U) 


n: Talent Keyhole, or TK, Is 


information and activities related to space-based collection of imagery, signals, n - - -„ 

certain products, processing, and exploitation techniques, and the design, acquisition and operation of reconnaissance 
satellites. 

(U) Further Guidance: 

• DCID 6/1 
■ ICD710 

. Talent Keyhole Control System Manual 

> National System for GEOINT (NSG) GEOINT-Security Classification Guide- 

• DIA/DT Policy Series 

• Integrated NRO Classification Guide (INCG) 1.0,13 February 2012 

• Signals Intelligence Security Regulations (SISR) 

(U) Applicability: Agency specific. 


(s) of Classification: May be used only with TOP SECRET or 


SECRET. 

(U) Relationship/*) to Other Markings: May require RSEN for imagery product. 

:*: All unique SCIs contained in the portion marks must always appear 

(0) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and 
the TK marking must be conveyed in the portion mark. 

(U) Derivative Use (l.e„ re-use of information In whole or in part in Intelligence products): TK Information may be 
sourced in accordance with relevant policy and/or procedures. See above precedence and commingling rules. 


UNCLASSIFIED//F9U© 





(li) Notional Example Page: 


(S//TK//RELIDO) This is the portion mark for a | 


wtion that Is classified SECRET and contains TALENT KEYHOLE 


(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 


SECRET//TK//RELIDO 


UNCLASSIFIED//FOUQ- 





































semination controls, in the absence of any other applicable 
Nl guidelines for foreign disclosure and release), the 
other mariring used in this sourcing scenario may jeopardize 


wmatlon Without Dissemination Controls 

>ut dissemination controls, In the absence of a formal 
id the 1C element on handling requirements, contact the 
gui dance. ...... 













(U) Authorized Banner Line Markins Title: SPECIAL ACCESS REQUIRED-Iprogram identifier] 

(U) Authorized Banner Line Abbreviation: SAR-[program identifier] orSAR-[program identifier abbreviation] 

(U) Authorized Portion Mark: SAR-Iprogram Identifier abbreviation] 

(U) Example Banner Line: TOP SECRET//SAR-BUTTER POPCORN//[Explicit FD&R] 

TOP SECRET//SAR-BP//[Expiicit FD&R] 

( U) Example Banner Line with Multiple SARe: TOP SECRET//SAR-BUTTER POPCORN/SODA//[Explicit FD&R] 

TOP SECRET«SAR-BP/SDA//[Explldt FD&R] 


(U) Example Portion Mark: (TS//SAR-BP//[Explicit FD&R]) 

(U) Marking Spon.or/Pollcy Ba.la: DNI. DoD, DOE. DoS. DHS, Attorney GenerabE0 13526, §4.3 


(U) Definition: SAP markings denote classified information that requires extraordinary protection as allowed by EO 
13626. A program identifier is a program's assigned nickname, codeword, or abbreviation. 


(U) Further Guidance: 

. DoDM 5200.01-V2, Feb 24,2012 
. DOE 471.2 
■ ICD710 

(U) Applicability: Agency specific. 


■ ^Applicable Level(s) of Classification: May be used only with: TOP SECRET, SECRET or CONFIDENTIAL. 

• A program Identifier abbreviation is the two or three-character designator for the program. 

■ Program identifiers may be spelled out or abbreviated. 

(U) Precedence Rules for Banner Line Guidance: Unique SAPs contained in portion marks must always appear in the 

(U) Notes: Depicting the hierarchical structure of an SAP program below the program identifier Is optional and dependent 
upon operational requirements. It is not mandatory to reflect a SAP program s hierarchy in either the portion marks or 
banner line. 


UNCLASSIFIED//fOue* 





unclassified/ /Feee- 


I portion that is classified TOP SECRET, contains SPECIAL ACCESS 
and Is not releasable to foreign nationals. 'BP' is the abbreviation for 
tis example. This portion is marited for training purposes only. 

iqulred on all US classified NSI. See the ISOO Implementing Directive 
Jocument for more information. 

SECRET//SAR-BP//NOFORN 
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INCLASS IFIED//-Feue- 



ED/mm- 



> RESTRICTED DATA (RD) 

• CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI) 

• SIGMA (SIGMA) 

■ FORMERLY RESTRICTED DATA (FRD) 

• SIGMA (SIGMA) 

■ DOD UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION (DOD UCNI) 

■ DOE UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION (DOE UCNI) 

■ TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION (TFNI) 


ED//TOHd- 




































UNCLASSIFIED/ - / F OUO 


(U) Commingling Rule(s) Within a Portion: 

• Where possible, RD should be separated Into a separate annex. If not possible, the RD mart<lng must be Indicated 
In the portion mark. 

■ If RD&FRD information are In the same portion, only RD is used in the portion mark. RD takes precedence over 
FRD in the portion mark. 

(U) Notes: 

■ DOE manages government-wide RD classification and declassification system. 

■ RD is not releasable to foreign nationals/govemments unless authorized. Contact the Joint Atomic Energy 
Information Exchange Group (JAEIG) at (703)767-4463 when a foreign disclosure/release determination Is 

■ DOE Is the classification and declassification authority for all RD Information. 

(U) Derivative Use (l.e., re-use of Information In whole or In part in Intelligence products): RD information may be 
sourced provided that: 

• The source document Is portion marked. 

■ Contact the JAEIG at (703)767-4463 when a foreign disclosure/release determination Is needed. 

■ It Is recommended that the RD portion be placed In a separate attachment/appendix. 

• Automatic declassification of documents containing RD information is prohibited. If a document contains both RD 
information and National Security Information (NSI), the ■Declassify On - line of the classification authority block 
shall not include a declassification date or event, and shall Instead be annotated with "Not Applicable (or N/A) to 
RD portions' and 'See source list for NSI portions'. 

> The derivative classifier authorizing the marking must be trained in accordance with 10CFR1045. 

(U) Distribution Statements, Warnings, etc: All documents containing RD information are required to Include the 
following RD warning statement on the first page: “(U) RESTRICTED DATA: This document contains Restricted Data 
as defined In the Atomic Energy Act of 1954, as amended. Unauthorized disclosure Is subject to Administrative 
and Criminal Sanctions. 1 ' 


(U) Notional Example Page: 


SECRET//RESTRICTED DATA//NOFORN 

(S//RD//NF) This Is the portion mark for a portion that Is classified SECRET and containing RESTRICTED DATA, and 
is not releasable to foreign nationals. This portion Is marked for training purposes only. 

(S//NF) This is the portion mark for a portion of NSI that is classified SECRET and is not releasable to foreign 
nationals. This portion is marked for training purposes only. 

[Insert RD Warning ] 

(U) Note: Automatic declassification of documents containing RD information Is prohibited. If a document contains 
both RD information and National Security Information (NSI), the ■Declassify On’ line of the classification authority block 
shall not include a declassification date or event, and shall instead be annotated with 'Not Applicable (or N/A) to RD 
portions" and 'See source list for NSI portions." 

SECRET//RESTRICTED DATA//NOFORN 


UNCLASSIFIED/ /Feue— 

















classifier authorizing the marking must be trained in accordance wilh 10CFR1045 
icy, DoD marks both banner line and portion mark as "-N‘ appended to the RD mar 
ked as ■RESTRICTED DATA-N" and portion mark would be marked as ’RD-N\ W 
CNWOr. 


is amended. Unauthorized disclosure is sunjeci 10 


[Insert CNWDI Statement 1 













(U) SIGMA I»j 


























unclassified/ /peee- 



(U) Notional Example Page: 


SECRET//RESTRICTED DATA-SIGMA 20//NOFORN 

(S//RD-SG 20//NF) This is the portion mark for a portion that is classified SECRET RESTRICTED DATA, SIGMA 20, 
and is not releasable to foreign nationals. This portion is marked for training purposes only. 

(S//NF) This is the portion mark for a portion of NSI that Is classified SECRET and is not releasable to foreign 
nationals. This portion is marked for training purposes only. 

[Insert RD Warning] 

(U) Note: Automatic declassification of documents containing RD information is prohibited. If a document contains 
both RD-SIGMA information and National Security Information (NSI), the 'Declassify On' line of the classification 
authority block shall not Include a declassification date or event, and shall instead be annotated with 'Not Applicable 
(or N/A) to RD portions' and 'See source list for NSI portions.' 

SECRET//RESTRICTED DATA-SIGMA 20//NOFORN 


UNCLASSIFIED//F0Ud- 


























UNCLASSIFIED/ WW 


■ FRD Is not releasable to foi 


ict the Joint Atomic Energy 


■ Automatic declassification of documents containing FRD information is prohibited. If a b °' h 

FRD Information and National Security Information (NSI). the "Declassify On line of the classificallon aulhonty 
block shall not Include a declassification date or event, and shall instead be annotated with Not Applicable (or 
N/A) to FRD portions" and "See source list for NSI portions." 

■ The NSI source list, as described in ISOO Implementing Directive, Section 2001.22(c)(1 )(m), must include the 
declassification Instruction for each of the source documents classified under E0 13526. 

(U) Derivative Use (i.e., re-use of Information in whole or In part In Intelligence products): FRD may be extracted 
provided that: 

■ The source document Is portion marked. 

■ Contact the JAEIG at (703)767-4463 when a foreign dlsclosi 
is recommended that the FRD portion be placed In 


(U) Distribution Statements, Warnings, etc: All documents containing W [^^(but no | nATA™ 
required to include the following FRD warning statement on the first page: "(U) FORMERLY RESTRICTED DATA 
unauthorized disclosure Is subject to administrative and criminal sanctions. Handle as RESTRICTED DATA In 
foreign dissemination. Section 144b, Atomic Energy Act of 1954.” 


(U) Notional Example Page: 

SECRET//FORMERLY RESTRICTED DATA//NOFORN 

(S//FRD//NF) This Is the portion mark for a portion that is classified SECRET FORMERLY RESTRICTED DATA, and 
Is not releasable to foreign nationals. This portion is marked for training purposes only. 

(C//NF) This Is the portion mark for a portion of NSI that Is classified CONFIDENTIAL and is not releasable to foreign 
nationals. This portion is marked for training purposes only. 


[Insert FRD Warning] 

(U) Note: Automatic declassification of documents containing FRD information is prohibited. If a document contains 
both FRD Information and National Security Information (NSI), the "Declassify On" line of the clarification authority 
block shall not include a declassification date or event, and shall instead be annotated with Not Applicable (or N/A) to 
FRD portions" and "See source list for NSI portions." 


SECRET//FORMERLY RESTRICTED DATA//NOFORN 


UNCLASSIFIED/ /F6H0- 







SIGMA [#] 















tFIED//FOU©“ 





















UNCLASSIFIED//F0UO" 


(U) Notional Example Page: 


SECRET//FORMERLY RESTRICTED DATA-SIGMA 14//NOFORN 


[Insert FRD Warning] 

(U) Note: Automatic declassification of documents containing FRD information is prohibited. If a document contains 
both FRD information and National Security Information (NSI), the "Declassify On" line of the classification authority 
block shall not include a declassification date or event, and shall instead be annotated with Not Applicable (or N/A) to 
FRD portions" and "See source list for NSI portions." 

SECRET//FORMERLY RESTRICTED DATA-SIGMA 14//NOFORN 


UNCLASSIFIED//FeU©- 



















UNCLASSIFIED//F0Hd— 


(U) Notional Example Page: 

UNCLASSIFIED//DOD UCNI 

(U//DCNI) This Is the portion mark for an UNCLASSIFIED DOD CONTROLLED NUCLEAR INFORMATION portion. 
This portion Is marked for training purposes only. 

(U) Note: A classification authority block is not required on unclassified information. 

UNCLASSIFIED//DOD UCNI 


UNCLASSIFIED//t?8UU— 




(U) Authorized Banner Line Marking Title: 

DOE UNCLASSIFIED CONTROLLED NUCLEAR 

INFORMATION 

(U) Authorized Banner Line Abbreviation: 

DOE UCNI 

(U) Authorized Portion Mark: 

UCNI 

(U) Example Banner Line: 

UNCLASSIFIED//DOE UCNI 

(U) Exemple Portion Mark: 

(U//UCNI) 

(U) Marking Sponsor/Pollcy Basis: 

DOE/Atomic Energy Act of 1954, as amended, §148 

(U) Deflnltions: Applies to infomation that has teen ded^iredwremo^ from the RDcategooi but maynot be d 



or component. 

(U) Further Guidance 

■ DCCOrder 471,IB, Identification and Protection of Unclassified ControUedNuclear Information 

(U) Applicability: DOE. 

(U) Additional Marking Instructional 

■ Applicable Levelfs) of Classification: May be used only with UNCLASSIFIED. 

■ A classification authority block Is not required on unclassified Information. 

(U) Relatlonshlp(s) to Other Markings: The DOE UCNI marking must not be applied to classified matter that contains 











UNCLASSIFIED//FOOD- 


(U) Notional Example Page: 


UNCLASSIFIED//DOE UCNI 

(U//UCNI) This is the portion mark for an UNCLASSIFIED DOE CONTROLLED NUCLEAR INFORMATION portion. 
This portion is marked for training purposes only. 

(U) Note: A classification authority block Is not required on unclassified information. 

UNCLASSIFIED//DOE UCNI 
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UNCLASSIFIED//F0U9 



TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION 


(U) Authorized Banner Line Marking 


(U) Authorized Banner Line Abbreviation: 


(U) Marking Sponaor/Pollcy Baals: 


(U) Further Guidance: 

• E0 13526 

• ISOO Implementing Directive, 32CFR2001 

■ ISOO Notice 2011-02 

nn AoDlicabllltv: DOE and DNI have Joint responsibility for determining what information is TFNI. Intelligence agencies 
are authorized to derivatively classify and mark documents co n t ai ning TFNi^accordanee with the 'SOO lr 0P |e ^| n,i " 9 
Directive, 32CFR2001, §2001,24(i), and additional instructions provtded by DOE and ISOO (ISOO Notice 2011 -02). Only 
authorized DOE personnel may remove TFNI markings from documents. 

(U) * dd ^ l p ° p r [ i ^” | “ r | g i v n e ® s " of c | ass ifioation: May only be used with TOP SECRET, SECRET or CONFIDENTIAL. 

■ “fS 

. ^forattc^c^sfnMtio^of^^umentsronteli^g^NIWorm^on^pr^Wbited.^adoa^mem contains tofo 






’ Documents marked as containing TFNI are excluded from the automatic declassification provisions of E0 13526 

until the TFNI designation is properly removed by the Department of Energy. . 

■ TFNI may be shared with foreign partners In accordance with existing DNI and 1C element guidance for foreign 
disclosure and release of classified NSI. 

(U) Derivative Use (i.e., re-use of Information In whole or In part In Intelligence products): TFNI information may be 
sourced provided that: 

■ The 'DedassIfyOnMIneTof the new document^) must state "Not applicable (or N/A) to TFNI portions." and "See 
source list for NSI Portions' as noted In the Additional Marking Instructions. 

(U) Distribution Statements, Warnings, etc: None 
(U) Notional Example Page 1: 


(S//TFNI//NF) This Is the portion mark for a portion that Is classified SECRET and containing TRANSCLASSIFIED 
FOREIGN NUCLEAR INFORMATION and not releasable to foreign nationals. This portion Is marked for training 
purposes only. 

(U) Note- Automatic declassification of documents containing TFNI Is prohibited. If a document contalns only-TENI.— 
marked portions, the 'Declassify On:' line of the classification authority block shall be annotated with Not applicable 
(or N/A) to TFNI portions.' 


(U) Notional Example Page 2: 

SECRET//TFNI//REL TO USA, ACGU 

(S//TFNI//REL TO USA, ACGU) This is the portion matk for a portion that is classified SECRET and contains 
TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION and authorized for release to Australia, Canada, and 
United Kingdom. This portion is marked for training purposes only. 

(S//REL TO USA, ACGU) This is the portion mark for a portion that is classified SECRET and authorized for release 
to Australia, Canada, and United Kingdom. This portion must contain only US classified information that is 
releasable to Australia, Canada, and United Kingdom. This portion is marked for training purposes only. 

(U) Note: Automatic declassification of documents containing TFNI Is prohibited. If a document contains both TFNI 
and National Security Information (NSI), the 'Declassify On:' line of the classification authority block shall be 
annotated with 'Not applicable (or N/A) to TFNI portions.' and 'See source list for NSI Portions.' 

SECRET//TFNI//REL TO USA, ACGU 


UNCLASSIFIED//Fetje- 



7. (U) Foreign Government Information Markings 

(U) Foreign Government Information (FGI) markings are used In US products to denote the presence of classified or 
unclassified foreign owned or produced information. These markings are used based on shanng agreements or 
arrangements with the source country or international organization. 

(U) The FGI markings included In the CAPCO Register for banner lines are: 


(U) The FGI markings included in the CAPCO Register tor portion marks are: 

. [LIST] [Non-Us Classification Portion Mark) or NATO (Classification Portion Mark]//[Special Access Program 
Marking(s)]W[Dlssemination Controls) . . .. 

■ FGI [Non-US Classification Portion Mark) (when countryties) or organization^] of origin must be concealed) 

(U) ‘[LIST]" pertains to one or more CAPCO Register, Annex C trigraph country codes or CAPCO Register, Annex A and 
B tetragraph code(s) used with the FGI marking. Country trigraph codes are listed alphabetically followed by tetragraph 
codes in alphabetical order. Multiple FGI countries shall be separated by a single space. 


















(U) Authorized Banner Line Marking Title FOREIGN GOVERNMENT INFORMATION [LIST] 

(when source is acknowledged): 


(U) Authorized Banner Line Marking Title FOREIGN GOVERNMENT INFORMATION 

(when source must be concealed): 


(U) Authorized Banner Line Abbreviation FGI [LIST] 

(when source Is acknowledged): 


(U) Authorized Banner Line Abbreviation FGI 

(when source must be concealed): 

(U) Authorized Portion Mark (when source(s) [LIST] [Non-US Classification Portion Mark] or NATO Portion Mark 
is acknowledged and segregated from US): 

(U) Authorized Portion Mark (when source FGI [non-US Classification Portion Mark) 
must be concealed and segregated from US): 

(U) Example Banner Line of US document TOP SECRET//FGI GBR//[Explicit FD&R] 

(when source is acknowledged) 

(U) Example Banner Line of US document TOP SECRET//FGI/f[Explicit FD&Rj _ — - 

(when source must be concealed) 

(U) Example Portion Mark (when source is (//CAN GBR S//[Expliclt FD&R)) 
acknowledged, segregated from US, and with 
multiple foreign sources): 

(U) Example Portion Mark (when sources are (S//FGIAUS GBR//[Expllcit FD&R)) 
acknowledged, but not_segregated from US): 


(U) Example Portion Mark (when source must (//FGI TS//[Explicit FD&R]) 
be concealed and segregated from US): 


(U) Example Portion Mark (when source(8) (TS//FGI//[Expticit FD&R]) 

must be concealed, but not segregated from 

US): 

(U) Marking Sponsor/Policy Basis: Respective country/E0 13526, §1.6(e) and §6.1(s) 


(U) Definition: Under E0 13526, Foreign Government Information Is defined as: 

. Information provided to the United States Government by a foreign government or governments, an international 
organization of governments, or any element thereof, with the expectation that the Information, the source of the 

information, or both, are to be held in confidence; or 

■ Information produced by the United States pursuant to or as a result of a joint arrangement with a foreign 
government or governments, or an international organization of governments or any element thereof, requiring 
that the Information, the arrangement, or both, are to be held in confidence; or 


UNCLASSIFIED//Fe«e- 































(U) Notional Example Page 1: 


TOP SECRET//FGI CAN DEU//REL TO USA, CAN, DEU 

(TS//REL TO USA, CAN, DEU) This Is the portion mark for a portion that Is classified TOP SECRET and is 
authorized for release to Canada and Germany. This portion must contain only US classified information that is 
releasable to Canada and Germany. This portion is marked for training purposes only, 

fTS//FGI DEU//REL TO USA, CAN, DEU) This is the portion mark for a commingled portion of US TOP SECRET 
information and German SECRET within a US classified document, In which Germany has authorized release back 
to Germany and further release to USA and Canada. This document must Include source reference citations as 
endnotes for the DEU Information as required by ICD 206. Use CAPCO Register, Annex C trigraph country codes. 
This portion is marked for training purposes only. 

(//CAN S//REL TO USA, CAN, DEU) This Is (he portion mark for a Canadian SECRET portion within a US classified 
document, in which Canada has authorized release back lo Canada and (urther release to USA and Germany. This 
portion must contain only Canadian SECRET FGI that is releasable to the countries listed. Use CAPCO Reg/sfer, 
Annex C trigraph country codes or CAPCO Register, Annex A and B tetragraph code(s). This portion is marked for 
training purposes only. 

(U) Note: Release or disclosure of FGI back to the source country is prohibited and must be approved by the 
responsible agency If the source country is not repeated In the foreign release marking(s) or Is marked with 
NOFORN. 

(U) Note: The release or disclosure of FGI to any third-country entityjnust have thepnor_consentof the-ortglnatlng_. 
government if required by a treaty, agreement, bilateral exchange, or other obligation (see ISOO Directive No. 1 
2001.53(e)). 


TOP SECRET//FGI CAN DEU//REL TO USA, CAN, DEU 



(U) Notional Example Page 2: 


TOP SECRET//FGIAUS CAN DEU NATO/BOHEMIA//NOFORN 


(U) [ Insert NATO warning statement 

(TS//RELIDO) This Is the portion mark for a portion lhat is classllled TOP SECRET and the orl 
determined Is releasable by an Information disclosure official. This portion must contain only I 
information. This portion is marked for training purposes only. 

(//CAN DEU S//REL TO USA, CAN, DEU) This is the portion mark for a commingled portion of 
SECRET within a US classified document, In which Canada and Germany have authorized rel 
and Germany and further release to USA. This portion must contain only Canada and Germai 
releasable to the countries listed. This document must include source reference citations as e 
and DEU Information as required by ICD 206. Use CAPCO Register, C trigraph country coder 
Annex A and B tetragraph code(s), This portion is marked for training purposes only. 

(//AUS S//REL TO USA, AUS) This Is the portion mark for an Australian SECRET portion wlthl 
document, in which Australia has authorized release back to Australia and further release to U 
contain only Australian SECRET FGI. Use CAPCO Register, Annex C Irigraph country codes 
Annex A and B tetragraph code(s). This portion is marked for Iraining purposes only. 

(//CTS//BOHEMIA//REL TO USA, NATO) This is the portion mark for a NATO COSMIC TOP! 
portion within a US classified document and is releasable back to NATO. This portion must c< 
COSMIC TOP SECRET BOHEMIA FGI. This portion is marked for training purposes only.— 

(U) Note: Documents containing multiple portions with different disclosure or release marking; 
overall with the most protective marking. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO 
Directive and General Marking Guidance Section of this document for more information. 

TOP SECRET//FGI AUS CAN DEU NATO/BOHEMIA//NOFORN 











SECRET//FGI//NOFORN 



«• marking without source trigraph(s)/tetragraph(s) in 





















unclassified/ /pese— 


(U) Notional Example Page 4: 


TOP SECRET//FGI CAN DEU//NOFORN 

(S//REL TO USA, AUS) This Is the portion mark for a SECRET portion and is authorized for release to Australia. This 
portion must contain only US classified Information that is releasable to Australia. This portion Is marked for training 
purposes only. 

(//CAN S//REL TO USA, AUS, CAN, GBR) This is the portion mark for a Canadian SECRET portion in which Canada 
has authorized release back to Canada and further release to USA, Australia, and United Kingdom within a US 
classified document. Because this document is not marked in accordance with ICO 206 (i.e., It Is not a disseminated 
analytic product), this portion must contain only Canadian SECRET releasable FGI to the countries listed. Use 
CAPCO Register, Annex C trigraph country codes or CAPCO Register, Annex A end B tetragraph code(s). This 
portion is marked for training purposes only. 

(//DEU TS//NF) This is the portion mark for a German TOP SECRET portion within a US classified document which 
Germany has determined Is not releasable back to Germany or to any third country entity. Because this document is 
not marked in accordance with ICD 206 (i.e.. II Is not a disseminated analytic product this portion must contain only 
German TOP SECRET FGI. Use CAPCO Register, Annex Ctrigraph country codes or CAPCO Register, Annex A 
and B tetragraph code(s). This portion Is marked for training purposes only. 

(U) Note: Release or disclosure of FGI back to the source country is prohibited and must be approved by the 
responsible agency if the source country is not repeated in the foreign release marklng(s) or is marked with 
NOFORN. 

(U) Note: Per ICD 710, §G, documents containing multiple portions with different disclosure or release markings 
must be marked overall with the most protective marking. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

TOP SECRET//FGI CAN DEU//NOFORN 


UNCLASSIFIED//F8UO- 



(U) Notional Example Page 5: 


SECRET//FGI CAN GBR//REL TO USA, CAN, GBR 

(S//FGI CAN//REL TO USA, CAN, GBR) This is the portion mark for a oommingled US and Canadian SECRET 
portion that is authorized for release back to Canada and release to USA and United Kingdom within a US classified 
document. This document must include source reference citations as endnotes for the CAN information as required 
by ICD 206. This portion is marked for training purposes only. 

(//GBR S//REL TO USA, CAN, GBR) This is the portion mark for a British SECRET portion in which Britain has 
authorized release back to United Kingdom and further release to USA and Canada within a US classified document. 
This portion must contain only British SECRET FGI releasable to the countries In the REL TO list. Use CAPCO 
Register, Annex C trigraph country codes or CAPCO Register, Annex A and B tetragraph code(s). This portion is 
marked for training purposes only. 

(U) Note: REL TO with an overlap in the country lists, roll-up to the most restrictive list. Canada and United Kingdom 
appear in the banner line because these countries appear in all portions. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 


SECRET//FGI CAN GBR//REL TO USA, CAN, GBR 




>SECRET//FGICi 





















8. (U) Dissemination Control Markings 

(U) General Information 

(U) Dissemination Controls are control markings that Identify the expansion or limitation on the distribution of information. 
These markings are In addition to and separate from the levels of classification defined by EO 13526. 

(U) The Information Security Oversight (ISOO) Implementing Directive (32CFR2001, §2001.24[i][2]), Identifies the DNI as 
the authority over external dissemination control and handling markings for intelligence and intelligence-related 
information. Only those DNI-authorized external dissemination control and handling markings contained In the Register 
may be used by 1C elements to control and handle external dissemination of classified Information. 




























UNCLASSIFIED//F0B©- 


sponsor included in this document), derivative classifiers shall contact the originating agency or local foreign disclosure 
office for further guidance. 

(U) Foreign Disclosure and Release Markings on Unclassified Information 

(U) Unclassified information may be explicitly marked for appropriate foreign disclosure and release at the portion and 
banner level as circumstances warrant. Explicit foreign disclosure and release markings are got required on unclassified 
Information, Follow internal agency procedures for the use of foreign disclosure and release markings with unclassified 
Information. 

(U) The following Dissemination Control markings and their respective marking sponsor(s) are listed below in the order 
they appear in the Register. 

■ RISK SENSITIVE (NGA) 

■ FOR OFFICIAL USE ONLY (Various Agencies) 

■ ORIGINATOR CONTROLLED (DNI) 

■ ORIGINATOR CONTROLLED-USGOV (DNI) 

■ CONTROLLED IMAGERY (DNI) 

■ NOT RELEASABLE TO FOREIGN NATIONALS (DNI) 

■ CAUTION-PROPRIETARY INFORMATION INVOLVED (DNI) 

• AUTHORIZED FOR RELEASE TO (USA, LIST! (DNI) 

■ RELEASABLE BY INFORMATION DISCLOSURE OFFICIAL (DNI) 

■ USA/[country trigraphs] EYES ONLY (NSA) Note: NSA has been granted a control markings waiver through 9 
September 2014, at which time it will expire automatically. Automated systems will be modified to reject 
information marked EYES ONLY beginning 10 September 2014. 

■ DEA SENSITIVE (DEA) 

. FOREIGN INTELLIGENCE SURVEILLANCE ACT (DNI) 

■ DISPLAY ONLY [LIST] (DNI) 


UNCLASSIFIED//P0UD 


RISK SENSITIVE 


(U) Authorized Banner Line Marking Title: 

(U) Authorized Banner Line Abbreviation: RSEN 

(U) Authorized Portion Mark: RS 

(U) Example Banner Line: TOP SECRET//TK//RSEN//(Explicit FD&R] 

(U) Example Portion Mark: (TS//TK//RS//[Explicit FD&R]) 

(U) Marking Sponsor/Pollcy Baals: NGA/Natlonal System for GEOINT (NSG) 

(U) Definition: This term is used to protect especially sensitive imaging capabilities and exploitation techniques. 

(U) Further Guidance: 

• NGA, Sensitive Analytical Techniques Procedural Guide, Feb 2006 

• NSGM documentation where TK and RSEN are used together 
■ Talent Keyhole Control System Manual 

• NSG GEOINT Security Classification Guide 

(U) Applicability: Available for use by all age ncies. ..... ... 

(U) Additional Marking Instructions: Applicable !eve!(s) of classification: May be used only with TOP SECRET or 
SECRET. 

(U) Relationship^) to Other Markings: May be used with TK 

(U) Precedence Rules for Banner Line Guidance: If any portion contains RISK SENSITIVE information, the RSEN 
marking must appear In the banner line. 

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and 
the RS marking must be conveyed in the portion mark. 

(U) Derivative Use (i.e., re-use of Information in whole or in part in Intelligence products): RSEN information may 







UNCLASSIFIED/ fiPODO- 


(U) Notional Example Page: 


TOP SECRET//TK//RSEN/REL TO USA, ACGU 

(TS//TK//RS/REL TO USA, ACGU) This is the portion mark for a portion that is classified TOP SECRET, contains 
TALENT KEYHOLE information, is handled as RISK SENSITIVE, and Is authorized for release to Australia, Canada, 
and United Kingdom. This portion must contain only US classified information that is releasable to Australia, 
Canada, and United Kingdom. This portion is marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

TOP SECRET//TK//RSEN/REL TO USA, ACGU 


UNCLASSIFIED//FOU©- 




(U) Note: This marking will be evaluated for continued CAPCO registration with implementation of the Controlled 
Unclassified Information (CUI) Program. 


(U) Authorized Banner Line Marking Title: 


(U) Authorized Banner Line Abbreviation: FOUO - 


(U) Authorized Portion Mark: FOUO 


(U) Example Banner Line: UNCLASSIFIED//F0UO 

(U) Example Portion Mark: (U//FOUOT 

(U) Marking Sponsor/Policy Basis: Various Agencies 

(U) Definition: Intelligence Marking used for UNCLASSIFIED official government information that is withheld from public 
release until approved for release by the originator. 


(U) Further Guidance: Agency specific 

(U) Applicability: Available for use by all agencies. 

(U) Additional Marking Instructions: 

• Applicable level(s) of classification: May be used only with UNCLASSIFIED. 

■ Unclassified documents that bear a dissemination control maiking(s), such ae-FOUODr PROPIN, must be 
portion marked. 

(U) Relatlonship(s) to Other Markings: Portions of a classified document may be marked (U// FOUO) if appropriate. 

(U) Precedence Rules for Banner Line Guidance: 

■ UNCLASSIFIED with TOUO and no other dissemination control markings in the document: FOUO-musI convey 
in the banner line. 

• UNCLASSIFIED with FOUO and other dissemination control markings, excluding FD&R markings in the 
document: F OUO is not conveyed in the banner line. 

■ UNCLASSIFIED with only FOUO and FD&R markings in the document: FOUO m ust convey in the banner line, 
and any FD&R markings as appropriate based on existing banner line roll-up rules for FD&R markings. 

■ Classified document: TOUO is not conveyed in the banner line. 

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated Information when appropriate and 

the rOU O marking may or may not convey in the portion mark using the same rules above for banner line. 

(U) Derivative Use (i.e., re-use of Information In whole or in part In Intelligence products): FOUe-information may 







UNCLASSIFIED//FGee- 


(U) DISSF.MINA' ION AND EXTRACTION OF INFORMATION CONTROLLED 
BY ORIGINATOR 


(U) Authorized Banner Line Marhlng Title: 
(U) Authorized Banner Line Abbreviation: 
(U) Portion Marie 
(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponaor/Pollcy Baals: 


ORIGINATOR CONTROLLED 

ORCON 

OC 

TOP SECRET//ORCON/(Explicit FD&R] 
(S//OC/[Expllcit FD&R]) 

DNI/Natlonal Security Act of 1S4T, §103 (c)(5) 


(U) Definition: The ORCON marking may be applied by originators of classified national intelligence information that 
meets one or more of the criteria listed In section §D.3 of Intelligence Community Policy Guidance (ICPG) 710.1, 
Application of Dissemination Controls: Originator Control. This marking allows originators to maintain knowledge, 

supervision, and control of the distribution of the ORCON information beyond its original dissemination. Further 

dissemination of ORCON Information requires advance permission from the originator. 

(U) Note: When the ORCON Information Is pre-approved by the originator for dissemination to Executive Branch 
departments and agencies and for use In finished intelligence products for Congressional Intelligence C ommittee s who_ 
have oversight functions and responsibilities, the ORCON-USGOV marking shall be used ralher than ORCON. (See (he 
ORCON-USGOV template for additional guidance). 


(U) Further Guidance: 

• Principal Deputy Director of National Intelligence Memo, E/S 00124, dated 14 February 2008 

■ ICPG 710.1 

(U) Applicability: Available for use by all 1C agencies as appropriate. 

(U) Additional Marking Instructions: Applicable level(s) of classification: May only be used with TOP SECRET, 
SECRET or CONFIDENTIAL. 

(U) Relationship!*) to Other Markings: 

■ May not be used with ORCON-USGOV in a portion mark or banner line. 

■ May be used with NOFORN, REL TO, DISPLAY ONLY. 

• May not be used with RELIDO. 

(U) Precedence Rules for Banner Line Guidance: 

> The ORCON marking must always appear in the banner line if any portion contains ORCON information. 

■ If ORCON and ORCON-USGOV portions are in a document. ORCON takes precedence and is conveyed in the 
banner line. 


(U) Commingling Rule(s) Within a Portion: 

■ May be combined with other caveated information when appropriate (e.g.. SCI, SAP, AEA, FGI, 1C and Non-IC 
dissemination controls) and the OC marking is conveyed In the portion mark. 

■ If combined with non-ORCON information In a single portion, the non-ORCON information must also be handled 
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UNCLASSIFIED//'Pe«9- 











in a manner consistent with ORCON information as provided in ICPG 710.1 (see first Note below). 

■ May be combined wllh ORCON-USGOV information in the same portion, and the OC marking takes precedence 
and is conveyed in the portion mark. 

(U) Notes: 

■ Originators of ORCON information shall separate sources, methods, and activities content from the substantive 
classified national intelligence by using teariines, write for release, or other sanitization methods, in accordance 
with DNI policy. 

■ ORCON information may be shared with all recipients who have been authorized to receive the information on 
the dissemination list (either the original dissemination list or an originator-authorized amendment to the 
dissemination list) or by pre-approval, to include dissemination to Congressional committees consistent with 
oversight functions and requirements. 

■ Recipients of ORCON Information may further share the Information without additional approval from the 
originator to organizations and Individuals described in ICPG 710.1, §E.1.b., and in accordance with 
requirements for access to classified NSI set forth in E013526, §4.1(a). 

■ Requests for further sharing of ORCON information beyond the organizations and individuals described in ICPG 
710.1, §E.1., to include recipients outside the 1C, require advanced permission of the originator. 

(U) Derivative Use (l.e., re-use of Information In whole or In part In Intelligence products): 

> The use of ORCON enables the originator to maintain knowledge, supervision, and control of the distribution of 
ORCON Information beyond Its original dissemination. Further dissemination of ORCON information requires 
advance permission from the originator who shall make a determination based on the mission need of the 
intended recipient. 

• Information marked with ORCON may be incorporated In whole or in part into other briefings or products, 

provided the briefing or product is presented or distributed only to original recipients of the Information and those 
organizations and individuals described in ICPG 710.1, §E.1.b. 

■ As described in ICPG 710.1 §E.3.e, the Principal Deputy DNI (PDDNI), in consultation with the heads of 1C 
elements, shall designate Secure Communities Of Interest (SCOI) within which relevant disseminated ORCON 
information originated by an 1C element may be posted by any authorized recipient participating in the SCOI 
without additional originator approvals or control. SCOI participants are not authorized to share ORCON material 
outside of the SCOI with any organization that Is not otherwise an authorized recipient without pre-approval by 
the originator and in accordance wilh the procedures In ICPG 710.1, §E.4.a. 





(U) DISSEMINATION AND EXTRACTION OF INFORMATION CONTROLLED 
BY ORIGINAT OR CSGOV __ 


Authorized Banner Line Marking Title: 



ORIGINATOR CONTROLLED-USGOV 

ORCON-USGOV 

OC-USGOV 

SECRET//ORCON-USGOV/[ExpllcitFD&R] 


Jflnltlon (Description): The ORCON-USGOV marking Is used by 1C elements that originate ORCON information to 
lunioate to recipients that the information has been pre-approved for further dissemination, without originator 
val, to the US Government's Executive Branch Departments and Agencies, and for use In finished Intelligence 
cts provided to Congressional Intelligence Committees who have oversight functions and responsibilities. ORCON 
ire in the label to ensure recipients are aware and adhere to the processes, procedures, access and reporting 
ements as set forth In E0 13526, Section 4.1 and ICPG 710.1. Dissemination to other US entltiejj.requites 
• approval. Originators of ORCON-USGOV must also adhere to the marking criteria and reporting requirements 
N Information when applying the ORCON-USGOV marking as established in ICPG 710.1.- 












(U) Precedence Rules for Banner Line Guidance: When a document contains both ORCON-USGOV portions and 
ORCON portions, ORCON takes precedence within the banner line. 


(U) Commingling rule(s) within a portion: 

■ May be commingled within the same portion with SCI/SAP, AEA, FGI, and other dissemination controls, to include 
foreign disclosure and release markings, when appropriate. If the commingled information meets one or more of 
the ORCON use criteria as described in ICPG 710.1 paragraph D.3 and is pre-approved for dissemination to the 
USGOV. (USGOV is defined as the Executive Departments/Agencies and to Congressional Intelligence 
Commitleefs) with oversight functions and responsibilities.) 

■ If a portion contains both ORCON and ORCON-USGOV information, ORCON takes precedence in the portion 

« All roll-up rules for control markings used In conjunction with the ORCON-USGOV marking remain applicable. 

See specific templates for additional roll-up guidance. 


• Information marked ORCON-USGOV may be shared on 1C SCOIs in accordance wilh ICPG 710.1. 

• Information bearing the new marking may be stored, transmitted, posted or retrieved from CLASSIFIED electronic 
systems, databases, repositories, networks, or WebPages in 1C secure collaborative environments that have the 
ability to limit access to users who are employed by, assigned to, or acting on behalf of an Executive Branch 


department/agency. 

Finished intelligence products bearing the marking may be stored, transmitted, posted, or retrieved from 
CLASSIFIED electronic systems, databases, repositories, networks, or WebPages in secure collaborative 
environments by Congressional Intelligence Committee(s) who have oversight functions and responsibilities 
(recipients must consult with their legislative affairs offices on guidance to determine appropriate oversight 


committees). 

« Information marked ORCON-USGOV may not reside or be transmitted over unclassified systems or unclassified 

sharing environments of any kind. ..... ~ 

■ (U) Legacy Information (e.g., portions extracted, relnjroduced Into the working environment from a resting state): 

The ORCON-USGOV marking may be authorized for use on legacy ORCON information only by originators, as 
appropriate. Contact the originating agency for guidance. The ORCON-USGOV marking does not replace any 
legacy marking. 


re-use of Information In whole or in part in other Intelligence products): Information 


(U) Derivative Use: (i.e., I 






UNCLASSIFIED//-FeBe- 


(U) Notional Example Page 1: 


TOP SECRET//SI-G//ORCON-USGOV/NOFORN 

(TS//SI-G//OC-USGOV/NF) This Is the portion mark for a portion that is classified TOP SECRET, contains Sl-G 
Information, is controlled as ORCON-USGOV Information, and Is not authorized for release to foreign nationals. These 
markings are for training purposes only. 

(C//NF) This is the portion mark for a portion that is classified CONFIDENTIAL and is not authorized for release to 
foreign nationals. These marking are for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 

TOPSECRET//SI-G//ORCON-USGOV/NOFORN 


(U) Notional Example Page 2: 


TOP SECRET//SI-G//ORCON/NOFORN 

(TS//SI-G//OC-USGOV/NF) This Is the portion mark for a portion that is classified TOP SECRET, contains Sl-G 

Information, Is controlled as ORCON-USGOV Information, and is not authorized for foreign release to foreign- 

nationals. These markings are for training purposes only. 

(S//OC/NF) This Is the portion mark for a portion that is classified SECRET, is controlled as ORCON Information, and 
is not authorized for foreign release to foreign nationals. These marking are for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

TOP SECRET//SI-G//ORCON/NOFORN 


UNCLASSIFIED// roue - 



UNCLASSIFIED//•P0H0- 


(U) Authorized Banner Line Markina Title: 
(U) Authorized Banner Line Abbreviation: 
(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponaor/Pollcy Baals: 


CONTROLLED IMAGERY 

IMCON 

IMC 

SECRET//CONTROLLED IMAGERY//(Explicit FD&R] 
(S//IMC//[Explicit FD&R]) 

DNI/National Security Act of 1947, §103 (c)(5) 


(U) Further Guidance: 

• DCID 6/6, §IX.C and Annex B 

> NGA, Sensitive Analytical Techniques Procedural Guide, Feb 2006 


(U) Applicability: Available for use by all 1C agencies. 


(U) Additional Marking Instructions: 

■ Applicable level(s) of classification: IMCON material must be classified as SECRET. 

■ IMCON Information, without NOFORN, no longer carries an implied release to AUS, CAN, GBR, and NZL and 
requires explicit use of REL TO per ICD 710 (i.e., S//IMC/REL TO USA, AUS, CAN, GBR, NZL). 


(U) Relatlonshlp(s) to Other Markings: May be used with NOFORN when appropriate and approved by the SATP. 


(U) Precedence RuleBfor Banner Line Guidance: 

■ IMCON must always appear In the banner line if any portion contains IMCON information. 

■ A document that contains both IMCON and NOFORN portions must be marked (class level]//IMCON/NOFORN 
In the banner line. 


(U) Commingling Rule(s) Within a Portion: If IMCON information is included in a portion containing additional TOP 
SECRET releaseable to Five Eyes information; the paragraph would be marked as (TS//IMC/REL TO USA, AUS, CAN, 
GBR, NZL. The overall classification level would be TOP SECRET//IMCON/[Explicit FD&R]. 


(U) Notes: 

• IMCON Information is not releasable (o third parties without specific approval from the originating agency and 
the SATP. 

■ Information bearing (S//IMC/REL TO USA, AUS, CAN, GBR, NZL) at the beginning of a paragraph may be 
disseminated to those countries without receiving prior approval from the originating agency. Dissemination to 
other entities Is prohibited without the prior written approval of the originating agency and the SATP. 

■ This information may be used freely in Community and Command databases and may be disseminated to US 
military units and Intelligence Community agencies. However, products containing IMCON information are not 


UNCLASSIFIED//F6W6- 








UNCLASSIFIED//SOWO- 


permlttad on SECRET Networks (SIPRNET) without prior written approval by the SAT Panel Chair, (202) 284- 
5926 or secure 813-7121. 

(U) Distribution Statements, Warnings, etc: 

■ (U) Although DCID 6/6 Indicates that the IMCON notice is no longer required beyond 1 April 2002, the Imagery 
Policy and Security Committee (IPSCOM) approved its continued use Indefinitely. For additional Information on 
releasability and NOFORN Issues, please contact the SAT Panel Chair, (202) 284-5926 or secure 813-7121. 

■ (U) Imagery and/or text reporting bearing the IMCON restriction requires the following ■Notice" statement: 
"(U//FOUO) NOTICE: This document contains references to Sensitive Analytical Techniques (IMCON 
information). Further reuse or dissemination of this Information beyond USA requires written approval 

of the NGA Disclosure Officer, (571) 557-5650 or secure 578-5650. IMCON Information Is not permitted 

on SECRET Networks (SIPRnet) without prior written approval by the SAT Panel Chair.” 

(U) Derivative Use (!.e„ re-use of Information In whole or In part In Intelligence products): IMCON Information may 
be sourced In accordance with relevant 1C policy and/or procedures. See above precedence and commingling rules. 

(U) Notional Example Page 1: 


SECRET//IMCON/REL TO USA, AUS, CAN, GBR, NZL 


[Insert IMCON Notice] 

(S//IMC/REL TO USA, AUS, CAN, GBR, NZL) This Is the portion mark for a portion that Is classified SECRET 
CONTROLLED IMAGERY, and Is authorized for release to Australia. Canada. United Kingdom, and New Zealand. 
This portion mu9t contain only US classified Information that is releasable to Australia, Canada, United Kingdom, 
and New Zealand. This portion is marked for (raining purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//IMCON/REL TO USA, AUS, CAN, GBR, NZL 
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UNCLASSIFIED/TFOBO- 






UNCLASSIFIED//WTO- 


TOP SECRET//IMCON/NOFORN 


l, NZL) This is the portion mar* for a | 
■led for release fo Australia. Canada 
ed Information that Is releasable to 
training purposes only. 

rtion that is classified TOP SECRE1 
esonly. 


ik is required on all US classified Nf 


' SECRET//IMCON/NOFORN 








(U) Further Guidance: 

■ IRPTA 2004 

• E0 13526 

■ E0 12333, as amended 
> DCID 6/6, §IX.E 

. ICPG 403.1 

• ICD710 

• Specific DNICONOPS or other policy issuances specific to US support to ensure proper handling requirements 


(U) Applicability: Available for use by alt 1C agencies. 

(U) Additional Marking Instructions: Applicable level(s) of classification: May be used with TOP SECRET, SECRET, 

CONFIDENTIAL, or UNCLASSIFIED. 

(U) Relationship^) to Other Markings: Cannot be used with REL TO, RELIDO, EYES ONLY, or DISPLAY ONLY. 

(U) Precedence Rules for Banner Line Guidance: 

• NOFORN always rolls-up to the banner line if it appears in any portion of a document. As the most restrictive 
foreign disclosure and release marking, NOFORN takes precedence in the banner line over all other FD&R 
markings (REL TO, RELIDO, EYES ONLY, or DISPLAY ONLY). (Example 1) 

• NOFORN shall be used in the banner line If all portions contain the REL TO marking, but there is not a common 
trigraph or tetragraph code among all the REL TO portions. 

■ NOFORN shall be used In the banner line when a document contains a mixture of RELIDO portions and REL TO 
portions. (Example 2) 

• NOFORN shall be used in the banner line if all portions contain the DISPLAY ONLY marking, but there Is not a 
common trigraph or tetragraph code among all the DISPLAY ONLY portions. 

■ NOFORN rolls-up to the banner line if any portion contains SBU-NF and/or LES-NF and other portions contain 
classified or unclassified 1C information with Explicit FD&R marking(s). (Example 3) 










ition. Follow internal agency procedures for the use of NOFORN 


with unclassified Information. 

(U) Derivative use (l.e„ re-use of Information In whole or In part In Intelligence products): NOFORN information may 
be sourced in accordance with relevant 1C policy and/or procedures. See above precedence and commingling rules. 

(U) Notional Example Page 1: 


TOP SECRET//NOFORN 

(TS//NF) This is the portion mark for a portion that is classified TOP SECRET not releasable to foreign nationals. This 
portion is marked for training purposes only. 

(S//REL TO USA, JPN) This Is the portion mark for a portion that is classified SECRET and is authorized for release to 
Japan. This portion must contain only US classified information that is releasable to Japan. This portion is marked for 
training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

TOP SECRET//NOFORN 


(U) Notional Example Page 2: 


SECRET//NOFORN 

(S//REL TO USA, JPN) This is the portion mark for a portion that is classified SECRET and is authorized for release to 
Japan. This portion must contain only US classified information that is releasable to Japan. This portion is marked for 
training purposes only. 

(C//RELIDO) This is the portion mark for a portion that is classified CONFIDENTIAL and the originator has determined 
is releasable by an Information disclosure official. This portion is marked for training purposes only. 










UNCLASSIFIED//F0U© - 



(U) Notional Example Page 3: 

SECRET//NOFORN//LES 

(S//REL TO USA, JPN) This Is the portion maik for a portion that is classified SECRET and is authorized for release to 
Japan. This portion must contain only US classified information that Is releasable to Japan. This portion is marked for 
training purposes only. 

(U//LES-NF) This is the portion mark for a portion that is UNCLASSIFIED and contains LAW ENFORCEMENT 
SENSITIVE Information not releasable to foreign nationals. This portion Is marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN//LES 


UNCLASSIFIED/ /EOWO- 



(U) CAUTION-PROPRIETARY INFORMATION INVOLVEF) 


(U) Authorized Banner Line Marking Title: 
(U) Authorized Banner Line Abbreviation: 
(U) Authorized Portion Mark: 

(U) Example Banner Line: 


CAUTION-PROPRIETARY INFORMATION INVOLVED 

PROPIN 

PR 

CONFIDENTIAL//PROPIN/[ Explicit FD&R] 


(U) Example Portion Mark: (S//PR/[Expliclt FD&R]) 

(U) Marking Sponsor/Pollcy Baals: DNI/DCID 6/6, §IX.D 

(U) Definition: Marking used to identify Information provided by a commercial firm or private source under an express or 
Implied understanding that the information will be protected as a proprietary trade secret or proprietary data believed to 
have actual or potential value. This marking may be used on government proprietary Information only when the 
government proprietary Information can provide a contractor^) an unfair advantage, such as US Government budget or 
financial Information. 


(U) Further Guidance: Trade Secrets Act (18 USC1905) 


(U) Applicability: Available for use by all 1C elements. 

(U) Additional Marking Instructions: Applicable level(s) of classification: May be used only with TOP SECRET, 
SECRET, CONFIDENTIAL or UNCLASSIFIED. 

(U) Precedence Rules for Banner Line Guidance: 

> The PROPIN marking must always appear in the banner line If any portion contains PROPIN Information. 

■ When a document contains PROPIN and FOUO portions. PROPIN supersedes FOUO In the banner line. 

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated Information when appropriate and the 
PR marking Is conveyed In the portion mark. 


>ress permission of the 
j”n to contractors Irrespectiveof their status to, or within, the US Government without the 


authorization of the originator of the intelligence and provider of the information. 

(U) Derivative use (l.e., re-use of Information in whole or in part In intelligence products): PROPIN Information may 









(U) Authorized Banner Line Marking Title: 
(U) Authorized Banner Line Abbreviation: 


(U) Authorized Portion Mark (when the 
portion's country trigraphs and/or tetragraph list 
is different from the banner line REL TO 
marking): 

(U) Authorized Portion Mark (when the 
portion's country trigraphs and/or tetragraph list 
is the same as the banner line REL TO marking): 

(U) Example Banner Line: 

(U) Example Portion Mark: 


(U) Marking Sponaor/Pallcy Basis: 

(U) Definition: REL TO Is an explicit foreign release marking used to indicate the information has been predetermined by 
the originator to be releasable or has been released to Ihe foreign country(ies)/intemational organlzatlon(s) Indicated, 
through established foreign disclosure procedures and channels, and implementation guidance in this document. It is 
NOFORN to all other foreign country(les)/intemational organization(s) not indicated in the REL TO marking. Per ICD 
403, release is defined as the provision of classified Intelligence, in writing or in any other medium, to authorized foreign 
recipients for retention. 

(U) Further Guidance: 

■ IRPTA2004 

■ E013526 

• EO 12333, as amended 

■ DCID 6/6, §IX.F 

■ DCID 6/7 

■ ICD 403 

■ ICPG 403.1 

■ ICD 710 

■ NDP-1 . 

■ Specific DNI CONOPS or other policy Issuances specific to US support to ensure proper handling requirements 
are met 

(U) Applicability: Available for use by all 1C elements. 

(U) Additional Marking Instructions: 

■ Applicable level(s) of classification: May be used with TOP SECRET, SECRET, CONFIDENTIAL, or 
UNCLASSIFIED. 

■ "(USA, LIST]' pertains to the string that contains "USA" followed by one or more CAPCO Register, Annex C 
trigraph country code(s) or CAPCO Register, Annex A end B tetragraph code(s) used with the REL TO marking. 


AUTHORIZED FOR RELEASE TO (USA, LIST) 

REL TO [USA, LIST] 

REL TO [USA, LIST] 

REL 

TOP SECRET//REL TO USA, EGY, ISR 

(S//REL TO USA, TEYE) or (S//REL) when the portion's country 
trigraphs and/or tetragraph list is different from the banner line REL 
TO marking 

DNI/National Security Act of 1947, as amended, §103 (c)(5) 


UNCLASSIFIED/ «t» 





■USA" must always appear first whenever the REL TO string is used to communicate release decisions either by 
the US or a Non-US entity. 

■ After "USA", list the required one or more trigraph oountry codes in alphabetical order followed by tetragraph 
codes listed In alphabetical order. Each code is separated by a comma and a space. 

■ ‘REL TO USA" or "REL USA" (i.e.. there is not at least one country trigraph code or tetragraph code following the 
USA code), is not an authorized maridna and is not allowed on US Intelligence Information. 

■ Country trigraph codes/tetragraph oodes are followed by a single foiward slash if more dissemination controls 
follow, or a double forward slash If non-IC dissemination control markings follow. If no markings follow, then no 
text or separating characters follow the last country code/tetragraph code. 

(U) Relationship^) to Other Markings: 

■ Cannot be used with NOFORN or EYES ONLY. 

■ May be used with RELIDO. 

. May be used with DISPLAY ONLY. 

(U) Precedence Rules for Banner Line Guidance: 

■ When a document contains both NF and REL TO portions, NOFORN takes precedence for the markings within 

* When ^document contains a mixture of REL TO and EYES ONLY portions, REL TO takes precedence and 
common countries) listed. Note, the EYES ONLY marking will no longer be an 1C authorized marking after 09 
September 2014, 

■ When all portions are marked REL TO, and there Is at least one common trigraph/tetragraph code In every 
portion, REL TO will appear In the banner line. Note: At this lime only the individual countries of the TEYE, 
ACGU, and FVEY tetragraphs codes may be used to determine common country roll-up. To determine if common 
country roll-up Is appropriate for all other tetragraphs, seek guidance from the local foreign disclosure office. 

■ Fora mixture of RELIDO portions and portions marked with RE L TO, th e resu lt Is NO F ORN (m ost restrictive) in 
the banner line. (Example 3) 

■ When all portions are marked with REL TO and there Is ng common trigraph country code(s) or tetragraph 
code(s), the result Is NOFORN In the banner line. 

■ When REL TO portions Include the Three Eyes" (TEYE), "Four Eyes" (ACGU) or "Five Eyes (FVEY) tetragraphs, 
for the purposes of determining if there is a common country, either the tetragraph code or the member countnes 
of each tetragraph may be used. 

(U) Commingling Rule(s) Within a Portion: Information marked with a REL TO caveat may be combined with other 
informally, ..+.on smmiriato' hnwevnr the REL to maridna will convey in the portion mark only if all 































FIED//fOBe- 


(U) Notional Example Pago 3: 


SECRET//NOFORN 

(S//REL TO USA, AUS) This la the portion mark for a portion that Is classified SECRET authorized for release to 
Australia. This portion Is marked for training purposes only. 

(C//RELIDO) This Is the portion mark for a portion that Is classified CONFIDENTIAL and that the originator has 
determined is releasable by an Information disclosure official. This portion is marked for training purposes only. 

(U) Note: Documents containing multiple portions with different foreign disclosure or release markings must be 
marked overall with the most protective marking. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 

SECRET//NOFORN 


UNCLASSIFIED//F0UO 




(U) Authorized Banner Line Marking Title: 
(U) Authorized Banner Line Abbreviation: 
(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponaor/Pollcy Basle: 


RELEASABLE BY INFORMATION DISCLOSURE 
OFFICIAL 

RELIDO 

RELIDO 

TOP SECRET//TK//RELIDO 
(S//REL TO USA, AUS/RELIDO) 

DNI/Natlonal Security Act of 1947, as amended, §103 
(C)(5) 


(U) Definition: RELIDO Is a permissive foreign release marking used on information to Indicate that the originator has 
authorized a Senior Foreign Disclosure and Release Authority (SFDRA) to make further sharing decisions for 
uncaveated intelligence material (Intelligence with no restrictive dissemination controls) In accordance with the existing 
procedures, guidelines, and Implementation guidance in this document. 


(U) Further Guidance: 

« DCID6/7 
• ICD403 

■ ICD 401.1 

■ ICD 710 


(U) Applicability: Available for use by all 1C elements. 

(U) Additional Marking Instructions: Applicable levelfs) of classification: May be used with TOP SECRET, SECRET, 
CONFIDENTIAL, or UNCLASSIFIED. 

(U) Relatlonshlp(s) to Other Markings: 

■ May be used Independently or with REL TO. 

• Cannot be used with NOFORN or DISPLAY ONLY. 


(U) Precedence Rules for Banner Line Guidance: 

> All classified portions and any unclassified portions explicitly marked for FD&R must be marked as RELIDO for 
the RELIDO marking to appear in the banner line. 

■ When a document contains both RELIDO and NF portions. NOFORN takes precedence in the banner line. 

• When a document contains both RELIDO and DISPLAY ONLY portions. NOFORN is applied In the banner line. 

(U) Commingling Rule(s) Within a Portion: 


■ Authorizes only SFDRAs to make further sharing decisions without consulting the originator. 

■ Unclassified information and unclassified Information with dissemination controls may be explicitly marked with 
RELIDO at the portion and banner level as circumstances warrant. Explicit foreign disclosure and release 
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UNCLASSIFIED//FOUQ— 







of information In wholo or In part In Intalllflanoa products): RELIDO Information may 
ilevant 1C policy and/or procedures. See commingling and precedence rules above. 


TOP SECRET//TK//RELIDO 

ortlon mark for a portion that Is classified TOP SECRET and contains TALENT 
originator has determined is releasable by an Information disclosure official. This 
irposes only. This portion Is marked for training purposes only. 

rity block is required on all US classified NSI. See the ISOO Implementing Directive 
action of this document for more information. 


TOP SECRET//TK//RELIDO 





(U) Notional Example Page 2: 


SECRET//RELIDO 


(S//RELIDO) This Is the portion mark for a portion that is classified SECRET and lhal the originator has determined Is 
releasable by an information disclosure official. This permissive dissemination control marking has exactly the same 
effect in terms of future sharing decisions by a SFDRA as uncaveated SECRET, but explicitly states that a SFDRA 
may make further sharing decisions in accordance with the existing procedures for uncaveated intelligence material 
(e.g., intelligence without restrictive dissemination controls). This portion is marked for training purposes only. 

(S//REL TO USA, AUS, CAN/RELIDO) This is the portion mark for a portion that Is classified SECRET for which the 
originator has made a release decision for the listed countries and for which the originator has further determined Is 
releasable by an information disclosure official. This portion is marked for training purposes only. 

(U) Note: RELIDO Indicates that the originator has authorized SFDRAs to make further sharing decisions In 
accordance with the existing procedures for uncaveated intelligence material (e.g., intelligence without restrictive 
dissemination controls). Redaction of the "REL TO" designators by the SFDRA may be required before the material is 
released In accordance with existing guidance. This portion is marked for training purposes only. 

(U) Note: The reason the RELIDO marking is carried forward to the banner line is because it is slated throughout all 
portions. Australia and Canada cannot be applied to the overall classification of the document, because a positive 
release decision has not been made for portion 1. NOFORN would not be added because RELIDO removes the 
limited exception to NOFORN in portions 1 and 2. The overall classification still allows further release by a SFDRA In 
accordance with existing sharing guidelines. 


(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

SECRET//RELIDO 


UNCLASSIFIED//FOUO 







UNCLASSIFIED//FOWO- 



(U) Notional Example Page 3: 


SECRET//NOFORN 

(S//RELIDO) This Is the portion mark for a portion that Is classified SECRET and for which the originator has 
determined is releasable by en information disclosure official. This permissive dissemination control marking has 
exactly the same effect as uncaveated SECRET In terms of future sharing decisions by a SFDRA, but explicitly states 
that a SFDRA may make further sharing decisions In accordance with the existing procedures for uncaveated 
Intelligence material (e.g., Intelligence without restrictive dissemination controls). This portion is marked for training 
purposes only. 

(S//REL TO USA, AUS, CAN) This Is the portion mark for a portion that Is classified SECRET in which the originator 
has made a release decision for the listed countries. This portion Is marked for training purposes only. 

(U) Note: NOFORN must be added to the banner line, because it Is the most protective marking. All portions must be 
marked as RELIDO for the RELIDO marking to appear in the banner line. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN 






SECRET//USA/CAN/GBR EYES ONLY 


k: (TSflEYES) 

Icy Basis: NSA/CSS Classification Manual 1-52 

specific. 


i) of classification: May be used only with TOP-SECRET t SEGRET andCONFIDENTIAL— 
leal SIGINT reporting only. 


tier Markings: 

nore Second Psrly CAPCO Register, Annex C trigraph country codes. 

odes are separated by single forward slashes (USA first, others in alphabetical order). 

ith NOFORN or REL TO. 

RELIDO. 

r Banner Line Guidance: 

: contains both NF and EYES ONLY portions, NOFORN takes precedence in the bannei 
YES ONLY portions from SIGINT reporting, oonvert the EYES ONLY portion marks to f 
















»SECRET//USA/CAN/GBR EYES ONLY 


portion that is classified TOP SECRET USA/CAN/GBR EYE! 

portions from SIGINT reporting convert the “EYES" poi 
ph codes listed in the source document banner line to l 


k Is required on all US classified NSI. See the ISOO Implem 
f this document for more Information. 

a SECRET//USA/CAN/GBR EYES ONLY 


FIED// FOUO 






(U) Additional Marking I 























UNCLASSIFIED//F©ee- 



UNCLASSIFIED DEA SENSITIVE. This portion is 


UNCLASSIFIED//DEA SENSITIVE 


i UNCLASSIFIED 





UNCLASSIFIED//F0Oe- 





























FOREIGN INTELLIGENCE SURVEILLANCE ACT 

FISA 

FISA 

TOP SECRET//[Explldt FD&R]/FISA 
(S//[Expllclt FD&RJ/FISA) 

DNI/US Code Title SO, Chapter 36 


(U) Authorized Banner Line Marking Title: 

(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Marking Sponaor/Policy Baaia: 

(U) Definition: The Foreign Intelligence Surveillance Act (FISA) (as amended) of 1878 prescribes procedures for the 
physical and electronic surveillance and collection of ’foreign intelligence information’ between or among "foreign 
powers" on territory under United States control. 


(U) Further guidance: 

• The FISA statute provides that Information collected pursuant to the statute "may not be disclosed for law 
enforcement purposes unless the disclosure is accompanied by a statement that such information, or any 
Information derived therefrom, may be used in a criminal proceeding only with advance authorization of the 
Attorney General." (60 USC 1806,1825.1845). 

■ Thestatement required by the FISA statute Is commonly referred to as a-"FISA Warning." - 

• Contact originating agency or local security/legal office for specific guidance. 

(U) Applicability: Agency specific. 

(U) Additional Marking Instructions: _ 

■ Applicable level(s) of classification: May be used only with TOP SECRET, SECRET, CONFIDENTIAL, or 
UNCLASSIFIED. 

■ Marking denotes the presence of FISA material In the document. 

■ This is an Informational marking only to highlight FISA content and does not eliminate or alter the requirement to 
carry a FISA warning as required by law or organizational procedures. 

(U) Precedence Rules for Banner Line Guidance: If the FISA marking is contained In any portion of a document 

(classified or unclassified) it must appear in the banner line. 


(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and 
the FISA marking must be conveyed in the portion mark. 


(U) Derivative Use (i.e., re-use of Information In whole or In part In Intelligence products): FISA marked Information 
may be sourced in accordance with relevant policy and/or procedures. See above precedence and commingling rules. 

(U) Distribution Statements, Warnings, etc: Applicable FISAWaming(s) are to be collocated with the FISA information 
within the body of the document; however, due to formatting constraints of some electronically generated documents, the 
FISA Warning may appear in the header or footer of the document. 
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[FIED//TOUe- 








INCLASSIFIED//Peee- 

SECRET//NOFORN/FISA 

ECRET FOREIGN INTELLIGENCE SURVEILLANCE ACT 
als. This portion is marked for training purposes only. 

jlred on all US classified NSI. See the ISOO Implementing Dl 
cument for more information. 

SECRET//NOFORN/FISA 





DISPLAY ONLY [LIST] 


(U) Authorized Banner Line Abbreviation: 

(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 

(U) Example Banner Line with Multiple Countries: 
(U) Example Portion Mark with Multiple Countries: 
(U) Marking Sponsor/Policy Basis: 


DISPLAY ONLY [LIST] 

SECRET//DISPLAY ONLY IRQ 
(S//DISPLAY ONLY IRQ) 
CONFIDENTIAL//DISPLAY ONLY AFG, IRQ 
(C//DISPLAY ONLY AFG, IRQ) 

DNI National Security Act of 1947, as amended 


(U) Definition (Description): This marking is used to indicate the information Is authorized for disclosure milhsui 


country(ies)/intematlonal organlzation(s) Indicated, through established foreign disclosure procedures and channels, 

Implementation guidance In this document. Per ICD403, disclosure is defined as ""-- 

intelligence whether orally, In writing, or In any other mediu 
- ‘ -'- ch Information for retention. 


(U) Further Guidance: 

■ IRPTA2004 

■ E013526 


• E0 12333, as amended 

• DCID 6/7 

■ ICD 403.1 

■ ICD 710 

■ Specific DNI CONOPS or other policy issuances specific to US support to ensure proper handling requlremen 


(U) Applicability: Available for use by all 1C agencies. 


(U) Additional Marking Instructions: 

■ Applicable level(s) of classification: May be used only with TOP SECRET, SECRET, CONFIDENTIAL, or 
UNCLASSIFIED. 

■ ‘[LIST]' pertains to the CAPCO Annex C country frigraph code(s) or CAPCO Annexes A and B tetragraph 
code(s) used with the DISPLAY ONLY marking. Country codes are listed alphabetically followed by tetragrap 
codes in alphabetical order. Multiple codes shall be separated by commas with an interjected space, 
codes are provided in the CAPCO Register Annexes. 


For example, DNI poll 















(U) Precedence Rules for Banner Line Guidance: 

■ DISPLAY ONLY appears in Ihe banner line when all portions are only marked DISPLAY ONLY, and there is at 
least one common '[LIST]* value among all portions. (Examples 1 and 2) If no common "[LIST]" value exists 
among Ihe DISPLAY ONLY portions, then NOFORN shall be applied. (Example 3) 

■ DISPLAY ONLY [LIST] appears In Ihe banner line when some portions are marked DISPLAY ONLY and other 
portions are marked REL TO, and there is at least one common value among all the [LIST] values in all portions 
(Example 4). Note: In this case, the roll-up to DISPLAY ONLY is Ihe most restrictive marking and reflects the 
concept that any US intelligence Information approved for release to a given audience has automatically been 
approved for disclosure to that audience. 

■ REL TO and DISPLAY ONLY both appear in the banner line when all portions are marked with both REL TO and 
DISPLAY ONLY, and there Is at least one common "|L!ST]" value among all REL TO [USA, LIST] portions and at 
least one common '[LIST]" value among all the DISPLAY ONLY [LIST] portions. (Example 5) 

* NOFORN appears In the banner line when there is a mixture of REL TO portions and DISPLAY ONLY portions, 
but not a single common '[LIST]’ or '[USA, LIST]' value(s) among any of the portions. (Example 6) 

■ NOFORN appears in the banner line when there Is a mixture of RELIDO portions and DISPLAY ONLY portions. 
(Example 7) 

(U) Commingling rule(s) within a portion: DISPLAY ONLY can be used In conjunction with REL TO when all 
information within the portion has been reviewed through Ihe originator’s foreign disclosure channels and approved for 
disclosure and release to separate CAPCO Register, Annex C trigraph country code(s) or CAPCO Register, Annex A end 
B tetragraph code(s). 






















conjunction with DISPLAY ONLY information is not authorized for other purpose* or for disclosure or release 

and disclosure to other countries, International organizations, or coalitions not specified In the banner line or 

portion mark. Removal of this caveat Is required once authorization is received by the originating agency.” 

(U) Notional Example Page 1: 


SECRET//DISPLAY ONLY AFG 

: [Insert DISPLAY ONLY caveat when derivative ute Is flof authorized by the originator] 

(S//DISPLAY ONLY AFG) This portion is classified SECRET and Is authorized for DISPLAY ONLY Afghanistan. 
; j This portion Is marked for training purposes only. 

: (S//DISPLAY ONLY AFG) This portion Is classified SECRET and Is authorized for DISPLAY ONLY Afghanistan. 
This portion Is marked for training purposes only. 

(S//DISPLAY ONLY AFG) This portion Is classified SECRET and is authorized for DISPLAY ONLY Afghanistan. 
This portion Is marked for training purposes only. 

: (U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
■ Directive and General Marking Guidance Section of this document for more Information. 

SECRET//DISPLAY ONLY AFG 


(U) Notional Example Page 2: 

SECRET//DISPLAY ONLY AFG 

[Insert DISPLAY ONLY caveat when derivative use Is ng{ authorized by the originator] 

(S//DISPLAY ONLY AFG) This portion is classified SECRET and Is authorized for DISPLAY ONLY to Afghanistan. 
This portion Is marked for training purposes only. 

(S//DISPLAY ONLY AFG, IRQ) This portion Is classified SECRET and is authorized for DISPLAY ONLY to 
Afghanistan and Iraq. This portion Is marked for training purposes only. 

(U)Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more Information. 

SECRET//DISPLAY ONLY AFG 


UNCLASSIFIED/ AP9BO. 
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UNCLASSIFIED//F0ue- 


(U) Notional Example Page 3: 


SECRET//NOFORN 

[Insert DISPLAY ONLY caveat whan derivative use la flflf authorized by the originator] 

(S// DISPLAY ONLY AFG) This portion Is classified SECRET and Is authorized for DISPLAY ONLY to 
Afghanistan. This portion Is marked for training purposes only. 

(S// DISPLAY ONLY IRQ) This portion Is classified SECRET and Is authorized for DISPLAY ONLY to Iraq. This 
portion Is marked for training purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN 


(U) Notional Example Page 4: 


SECRET//DIS PLAY ONLY IRQ .. 

[Insert DISPLAY ONLY caveat when derivative use Is osl authorized by the originator ] 

(S//REL TO USA, IRQ) This Is the portion mark for a portion that Is classified SECRET authorized for release to 
Iraq. This portion is marked for training purposes only. 

(S//DISPLAY ONLY IRQ) This Is the portion mark for a portion that is classified SECRET authorized for DISPLAY 
ONLY Afghanistan. This portion is marked for training purposes only. 

(U) In this case, the roll-up to DISPLAY ONLY IRQ is the most restrictive marking and reflects that any US 
intelligence Information approved for release to a given audience has automatically been approved for disclosure ti 
that audience. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//DISPLAY ONLY IRQ 


UNCLASSIFIED//F6UQ- 




(U) Notional Example Page 5: 


SECRET//REL TO USA, IRQ/DISPLAY ONLY AFG 
[Insert DISPLAY ONLY caveat when derivative use Is not authorized by the originator] 

(S//REL TO USA, IRQ/DISPLAY ONLY AFG) This portion is classified SECRET and is authorized for release to 
Iraq and DISPLAY ONLY to Afghanistan. This portion Is marked for training purposes only. 

(S/VREL TO USA, IRQ/DISPLAY ONLY AFG) This portion Is classified SECRET and Is authorized for release to 
Iraq and DISPLAY ONLY to Afghanistan. This portion Is marked for training purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//REL TO USA, IRQ//DISPLAY ONLY AFG 


(U) Notional Example Page 6: 

SECRET//NOFORN 

[Insert DISPLAY ONLY caveat when derivative use Is not authorized by the originator ] 

(S//REL TO USA, AFG/DISPLAY ONLY IRQ) This portion is classified SECRET and Is authorized for release to 
Afghanistan and DISPLAY ONLY to Iraq. This portion Is marked for training purposes only. 

(S//REL TO USA, GBR/DISPLAY ONLY PAK) This portion is classified SECRET and is authorized for release to 
United Kingdom and DISPLAY ONLY to Afghanistan. This portion is marked for treining purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN 


UNCLASS IFIED//F6UQ— 
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ONCLRSSIFIED//Fe«e- 


(U) Notional Example Page 7: 


SECRET//NOFORN 

[Insert DISPLAY ONLY caveat when derivative use Is not authorized by the originator 1 

(S// DISPLAY ONLY IRQ) This portion Is classified SECRET and is authorized for DISPLAY ONLY to Iraq. This 
portion Is marked for training purposes only. 

(S//RELIDO) This portion Is classified SECRET and the originator has determined Is releaseable by an Information 
disclosure official. This portion Is marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN 


UNCLASSIFIED//FeU9- 




Their inclusion in the Register does not authorize other Agencies to use these markings. 

(U) Multiple entries may be used in the Non-Intelligence Community Dissemination Control Markings category if 
applicable. If multiple entries are used, they are listed in the order in which they appear in the Register. Use a single 
forward slash with no Interjected space as the separator between multiple Non-Intelligence Community dissemination 
control markings. 

(U) ICD 710 Foreign Release Markings 

(U) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate 
foreign disclosure and release at the portion and banner level. Originators of intelligence information are responsible for 
determining appropriate classification markings for the information they produce, and for applying the appropriate control 
markings that Implement ONI guidelines for dissemination (foreign and domestic), 

(U) ICD 710 is not applicable to classified military Information falling under the purview of National Policy and Procedures 
for the Disclosure of Classified Military Information to Foreign Governments and International Organizations (short title: 
National Disclosure Pollcy-1 [NDP-1]). Within the Department of Defense, application of foreign release markings is 
accomplished by the Foreign Disclosure Officer (FDO) when foreign release Is needed. 

(U) Non-iC Classified Information with dissemination controls used as a derivative source 

(U) When sourcing from Non-IC originated classified material that bears a dissemination control(s) but without an explicit 
foreign disclosure and release decision, In the absence of a formal agreement or notification between the non-IC 
organization and the 1C element on handling requirements (Including guidance from the Non-IC element marking sponsor 
included in this document), contact the originating agency or local foreign disclosure office for further guidance. 

(U) The following Non-Intelligence Community dissemination control markings and their respective marking sponsors) are 
listed in the order as they appear In the Register. 

■ LIMITED DISTRIBUTION (NGA) 

■ EXCLUSIVE DISTRIBUTION (DoS) 

■ NO DISTRIBUTION (DoS) 

■ SENSITIVE BUT UNCLASSIFIED (DoS) 

. SENSITIVE BUT UNCLASSIFIED NOFORN (DoS) 

. LAW ENFORCEMENT SENSITIVE (Various Agencies) 

■ LAW ENFORCEMENT SENSITIVE NOFORN (Various Agencies) 

■ SPECIAL SECURITY INFORMATION (DHS) 


unclassified// teue- 






>: LIMDIS i 
















UNCLASSIFIED//LIMITED DISTRIBUTION 


(U//DS) This Is the portion mark for a portion that is UNCLASSIFIED LIMITED DISTRIBUTION. This portion is 
marked for training purposes only. 

(U) Distribution authoriiad to DoD, IAW 10 U.S.C. §§130 & 455. Release authorized to U.S. DoD contractors 
IAW 48 C.F.R. §252.245-7000. Refer other requests to: Headquarters, NGA, ATTN: Release Officer, Mail Stop 
S86-OIA, 7500 GEOINT Drive, Springfield, VA22150. Destroy IAW DoDD 5030.59. 

UNCLASSIFIED//LIMITED DISTRIBUTION 


(U) Notional Example Page 2: 


SECRET//NOFORN//LIMITED DISTRIBUTION 

(U//DS) This Is the portion mark for a portion that Is UNCLASSIFIED LIMITED DISTRIBUTION. This portion Is 
marked for training purposes only. 

(S//NF) This Is the portion mark for a portion that is classified SECRET and not releasable to foreign nationals. This 
portion is marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

(U) Distribution authorized to DoD, IAW 10 U.S.C. §§130 & 455. Release authorized to U.S. DoD contractors 
IAW 48 C.F.R. §252.245-7000. Refer other requests to: Headquarters, NGA, ATTN: Release Officer, Mall Stop 
S86-OIA, 7500 GEOINT Drive, Springfield, VA22150. Destroy IAW DoDD 5030.59. 

SECRET//NOFORN//LIMITED DISTRIBUTION 


UNCLflSSIFIED//P0BO- 
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UNCLASSIFIED//F0U6- 



(U) Authorized Banner Line Marking Title: EXCLUSIVE DISTRIBUTION 


(U) Authorized Banner Line Abbreviation: EXDIS 

(U) Authorized Portion Mark: XD 

(U) Example Banner Une: SECRET//NOFORN//EXDIS 

(U) Example Portion Mark: (S//NF//XO) 

(U) Marking Sponsor/Policy Basle: DoS/5 FAH-2 §H-442.6 

(U) Definition: Information with exclusive distribution to off cars with essential need-to-know. This caption Is used only 
for highly sensitive traffic between the White House, the Secretary, Deputy, or Under Secretaries of State and Chiefs of 
Missions. 

<U) ^ Urt ?2FAM d 539°3 
■ 5 FAH 4 §H-213 


(U) Applicability: Department of State. 

(U) Additional Marking Instructions: Applicable level(s) of classification: Used with classifled or administratively 
controlled information (administratively controlled is SBU information). 

(U) Relatlonshlp(s) to Other Markings: 

■ EXDIS and NODIS markings cannot be used together. 

■ Requires NOFORN. 

(U) Precedence Rules for Banner Line Guidance: 

■ NODIS has priority over EXDIS In the banner line If both NODIS and EXDIS portions are In the same document. 

■ If EXDIS is contained In any portion of a document that does not oontaln one or more NODIS portions, EXDIS 
must appear in the banner line. 

■ REL TO Is not authorized In the banner line if any portion contains EXDIS information. In this case, NOFORN 
would convey In the banner line. 

• EXDIS takes precedence over SBU or FOUO in the banner line in an unclassified document. 

(U) Commingling Rule(s) Within a Portion: 

■ EXDIS information may be commingled with SBU/SBU-NF or FOUO information within the same portion, and the 
EXDIS (XD) supersedes the SBU, SBU-NF, and/or FOUO in the portion mark. 

■ When a portion contains both EXDIS and NODIS Information, NODIS (ND) supersedes EXDIS (XD) in the 
portion mark. 

■ EXDIS Information may be commingled In the same portion with non-EXDIS Information (classified or 
unclassified) when appropriate and If the document Includes source reference citations in accordance with ICD 
206, Sourcing Requirements for Disseminated Analytic Products, dated 17 October 2007. 

• The XD marking Is conveyed In the portion mark. 

• The EXDIS Information must be identified in the source reference citations as endnotes keyed to the relevant 
EXDIS Information in the document. 


UNCLASSIFIED//F0Ue- 









(U) Derivative Use (i.e., re-use of information in whole or In pari In intelligence products): Reuse of material 
marked EXDIS requires State Department Executive Secretariat approval. They can be contacted at 202-647-1512. 
EXDIS information in documents bearing this special distribution caption must be treated and marked as NOFORN when 
re-used in intelligence products. 

(U) Notional Example Page: 


SECRET//NOFORN//EXDIS 


(S//NF//XD) This is the portion mark for a portion that is classified SECRET EXCLUSIVE DISTRIBUTION and not 
releasable to foreign nationals. This portion is marked for training purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 

SECRET//NOFORN//EXDIS 


UNCLASSIFIED//FeB9- 






Line Marking Title: 


NO DISTRIBUTION 


Line Abbreviation: NODIS 

Mark: ND 

le: SECRET//NOFORN//NO DISTRIBUTION 

irk: (S//NF//ND) 

rilcy Basis: DoS/5 FAH-2 §H-442.3 

Ion is used only on messages of the htghest sensitivity between the President, the Secretary of 
3n. No distribution Is allowed other than the addressee without the approval of the Executive 


tment of State. .... 

itructlons: Applicable level(e) of classification: Used with classified or administratively 























(U) Applicability: Department of State. 


(U) Additional Marking Instructions: 

. 1—"-i) of olassifioati 


SENSITIVE BUT UNCLASSIFIED 

SBU 

SBU 

UNCLASSIFIED//SENSITIVE BUT UNCLASSIFIED 
(U//SBU) 

DoS/12 FAM, §540 

d from within the Department of Stale, which warrants a degree of 
:eria for exemption from mandatory public disclosure under the 

i with UNCLASSIFIED. 









UNCLASSIFIED//FOttO- 


(U) Notional Example Page 1: 


UNCLASSIFIED//SBU/SSI 

(U//SBU) This is the portion mark for a portion that Is SENSITIVE BUT UNCLASSIFIED. This portion is marked for 
training purposes only. 

(U//SBU/SSI) This Is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED and contains Special 
Security Information (SSI). This document must be sourced in accordance with ICD 206 to ensure the SSI information 
Includes source reference citations as endnotes keyed to the relevant SSI Information in the disseminated analytical 
product. This portion Is marked for training purposes only. 

(U//FOUO) This is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This portion is 
marked for training purposes only. 


(U) Notional Example Page 2: 


SECRET//NOFORN 


(U//SBU) This is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED. This portion is marked for 
training purposes only. 

(S//NF) This is the portion mark for a SECRET portion that Is not releasable to foreign nationals. This portion Is 
marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN 


UNCLASSIFIED//F6U©* 




















(U) Derivative Use (l.e., re-use of information In whole or In part In Intelligence products): SBU-NF information 
may be sourced in accordance with relevant policy and/or procedures. See above precedence and commingling rules. 

(U) Notional Example Page 1: 


UNCLASSIFIED//SBU NOFORN 

(U//SBU-NF) This is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion is 
marked for training purposes only. 

(U//FOUO) This Is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This portion Is 
marked for training purposes only. 

UNCLASSIFIED//SBU NOFORN 


(U) Notional Example Page 2: 


SECRET//NOFORN 

(U//SBU-NF) This Is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion Is 
marked for training purposes only. 

(U//FOUO) This is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This portion Is 
marked for training purposes only. 

(S//REL TO USA, AUS) This Is the portion mark for a portion that is classified SECRET authorized for release to 
Australia, This portion Is marked for training purposes only. 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more Information. 

SECRET//NOFORN 
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UNCLASSIFIED//F9BO. 




UNCLASSIFIED//F6H0 


(U) Notional Example Page 3: 


UNCLASSIFIED//NOFORN//SBU 

(U//SBU-NF) This is the portion mark for a portion that Is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion 
marked for training purposes only. 

(U//FOUO/NF) This is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This portion is 
marked for training purposes only. 

UNCLASSIFIED//NOFORN//SBU 


(U) Notional Example Page 4: 


UNCLASSIFIED//NOFORN//SBU 

(U//SBU-NF) This is the portion mark for a portion that Is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion 
maiked for training purposes only. 

(U//REL TO USA, FVEY) This Is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This 
portion Is marked for training purposes only. 

UNCLASSIFIED//NOFORN//SBU 


UNCLASSIFIED //PQfSCr 




(U) Note: This marking will be evaluated for continued CAPCO registration with Implementation of the Controlled 
Unclassified Information (CUI) Program. 


(U) Authorized Banner Line Marking Title: 
(U) Authorized Banner Line Abbreviation: 
(U) Authorized Portion Mark: 

(U) Example Banner Line: 

(U) Example Portion Mark: 


(U) Marking Sponsor/Policy Basis: 


LAW ENFORCEMENT SENSITIVE 

LES 

LES 

UNCLASSIFIED//LES 

(Uffl.ES) 

Various Agencies or elements/Varlous applicable agency 
policies and directives 


(U) Definition: LAW ENFORCEMENT SENSITIVE (LES) Information Is unclassified Information originated by agencies 
with law enforcement missions that may be used In criminal prosecution and requires protection against unauthorized 
disclosure to protect sources and methods. Investigative activity, evidence, or the Integrity of pretrial Investigative reports. 
Any law enforcement agency employee or contractor in the course of performing assigned duties may designate 
Information as LES If authorized to do so pursuant to department specific policy and directives. 


(U) LES is a content indicator and handling caveat that indicates the Information so marked was compiled for law 
enforcement purposes and contains operational law enforcement Information or information that would reveal sensitive 
investigative techniques. LES information may be released or disclosed to foreign persons, organizations or 
governments with prior approval of the originating agency and In accordance with all applicable DNI foreign sharing 
agreements and directives. 


(U) Further Guidance: Agencies that use the LES marking must maintain agency-specific implementation guidelines. 


(U) Applicability: Agencies or elements with a Law Enforcement mission. 


(U) Additional Marking Instructions: Applicable level(s) of classification: May be used only with UNCLASSIFIED 


(U) Relatlonshlp(s) to Other Markings: 

■ LES in Classified Documents: 

• If the originating agency has granted release of the LES information to specific countries, the banner line 
may contain the appropriate REL TO [LIST] marking if all classified portions are releasable and there is at 
least one common ’[LIST]' value among all the portions. 

. When the originating agency has granted release to foreign nationals, appropriate teariines may be used to 
ensure proper dissemination of the LES information. 

• LES in Unclassified Documents: 

• Mark all portions containing only LES information with ’(U//LES)’. 

• If the whole document is LES, portion mark every portion "(U//LES)" and use "UNCLASSIFIED//LAW 
ENFORCEMENT SENSITIVE’ or ’UNCLASSIFIED//LES’ as the banner line. 


UNCLASSIFIED//F0«e- 









































(U) National Example Page 1: 


UNCLASSIFIED//LES 

[Insert LES Warning] 

(U//LES) This is the portion mark for a portion that Is UNCLASSIFIED and contains LES Information. This portion is 
marked for training purposes only. 

(U) This is the portion mark for a portion that is UNCLASSIFIED. 

UNCLASSIFIED//LES 


(U) Notional Example Page 2: 

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 

[Insert LES Warning] 

(U//LES) This Is the portion mark for a portion that is UNCLASSIFIED and contains LES information. This portion Is 
marked for training purposes only. 

(U//FOUO) This is the portion mark for a portion that is UNCLASSIFIED and contains FOR OFFICIAL USE ONLY 
information. This portion Is marked for training purposes only. 

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 


(U) Notional Example Page 3: 


SECRET//REL TO USA, FVEY//LES 


[Insert LES Warning ] 

(S//REL TO USA, FVEY) This is the portion mark for a portion that is classified SECRET, AUTHORIZED FOR 
RELEASE TO USA and Australia, Canada, New Zealand, and United Kingdom. This portion is marked for training 
purposes only. 

(U//LES) This Is the portion mark for a portion that is UNCLASSIFIED and contains LES information. This portion is 
marked for training purposes only. Because the originating agency has given authorization (in accordance with all DNI 
and applicable originating agency foreign disclosure and release policy) to release the LES information to the FIVE 
EYES it is included in this document. This portion Is marked for training purposes only. 

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing Directive 
and General Marking Guidance Section of this document for more information. 


SECRET//REL T( 















ICAPCO regia 


(U) Authorized Banner Line Meriting Title: 
(U) Authorized Banner Line Abbreviation: 


(U) Definition: LAW ENFORCEMENT SENSITIVE NOFORN (LES-NF) information is unclassified information originated 
by agencies with law enforcement missions that may be used in criminal prosecution and requires protection against 
unauthorized disclosure to protect sources and methods, investigative activity, evidence, or the integrity of pretrial 
Investigative reports, and is prohibited from dissemination to foreign nationals. Any law enforcement agency employee or 
contractor in the course of performing assigned duties may designate information as LES NOFORN if authorized to do so 
—pursuanHo department-specific policies and directives.- 

(U) LES NOFORN is a content Indicator and handling caveat that indicates the information so marked was compiled for 
law enforcement purposes and contains operational law enforcement Information or information that would reveal 
sensitive Investigative techniques. LES NOFORN information may not be released or disclosed to foreign persons, 
organizations or governments. 


issification: May be used only for UNCLASSIFIED 


When a classified document contains LES NOFORN information, the 'LES' marking is used in the banner 
line and NOFORN is added as a Dissemination Control Marking. For example: SECRET//NOFORN//LES. 
ES NOFORN in Unclassified Documents: 

Mark all portions containing only LES NOFORN Information with '(U//LES-NF)". 

If the whole document is LES-NF, portion mark every portion "(U//LES-NF)" and use ■UNCLASSIFIED//LAW 
ENFORCEMENT SENSITIVE NOFORN' or 'UNCLASSIFIED//LES NOFORN' as the banner line. 





jntains both LES-NF and 1C information that is also NOFORN, the "LES" marking 
ind a NOFORN marking is added to the portion mark (i.e., (S//NF//LES). 
ist be Identified In the source reference citations as endnotes keyed to the 
i In the document. 

3 source reference citations in accordance with ICD 206, the LES-NF portions 
i-LES-NF portions. 


OFORN information may choose to disseminate the information which they have 
-ting on a website on a classified network or an unclassified virtual private network 
owever, if the originating agency chooses to disseminate such Intelligence only on 
Ing statement will be expanded to include the statement: "Recipients are 
y posting the Information marked LES NOFORN on a website or an 

1FORN warning statement may not be used In legal-proceedings without first- 

i originator. 

ry authorize other sharing of LES NOFORN information (for example, with victims 



















UNCLASSIFIED//-F0BO- 


(U) Notional Example Page 1: 

UNCLASSIFIED//LES NOFORN 

[Insert LES NOFORN Warning ] 

(U//LES-NF) This is the portion mark for a portion that is UNCLASSIFIED and contains LES Information which is not 
authorized for foreign disclosure or release. This portion Is marked for training purposes only. 

(U) This is the portion mark for a portion that Is UNCLASSIFIED. 

UNCLASSIFIED//LES NOFORN 

(U) Notional Example Page 2: 

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE NOFORN 
[Insert LES NOFORN Warning] 

(U//LES-NF) This is the portion mark for a portion that Is UNCLASSIFIED and contains LES information which is not 
authorized for foreign disclosure or release. This portion is marked for training purposes only. 

(U//FOUO) This Is the portion mark for a portion that Is UNCLASSIFIED and contains FOR OFFICIAL USE ONLY 
information. This portion Is marked for training purposes only. 

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE NOFORN 
(U) Notional Example Page 3: 

SECRETMdOFORNffl.ES 

[Insert LES NOFORN Warning] 

(S//REL TO USA, FVEY) This is the portion mark for a portion that is classified SECRET AUTHORIZED FOR 
RELEASE TO USA and Australia, Canada, New Zealand, and United Kingdom. This portion is marked for training 
purposes only. 








unclassified/ /mm- 


(U) Notional Example Page 4: 


[Insert LES NOFORN Warning ] 

(S//NF) This Is the portion mark for a portion that is SECRET and not authorized lor foreign disclosure or release. 
This portion is marked for training purposes only. 

(U//LES-NF) This Is the portion mark for a portion that Is UNCLASSIFIED and contains LES NOFORN information. 
This portion is marked for training purposes only. 

(U) Note: Because both portions are not authorized for foreign disclosure or release, the banner line must contain 
NOFORN. 

(U) Note: The classification authority block Is required on all U.S classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN//LES 


(U) Notional Example Page 5: 


[Insert LES NOFORN Warning ] 

(S//REL TO USA, GBR) This is the portion mark for a portion that is SECRET and authorized for release to USA and 
United Kingdom. This portion is marked for training purposes only. 

(U//LES-NF) This Is the portion mark for a portion that is UNCLASSIFIED and contains LES NOFORN Information. 
This portion Is marked for training purposes only. 

(U) Note: Because the second portion is not releasable to foreign nationals and overall the document Is classified, the 
banner line must contain NOFORN. 

(U) Note: The classification authority block is required on all U.S classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRET//NOFORN//LES 


UNCLASSIFIED//F©B6- 





















(U) Precedence Rules for Banner Line Guidance: 

■ If the SSI marking is contained In any portion of a document It must appear in the banner line, regardless of the 
document's overall classification level. 

• When a document contains both (U//FOUO) and (U//SSI) portions. SSI lakes precedence in the banner line. 

(U) Commingling Rule(e) Within a Portion: 

• When a portion contains both SSI and FOUO information, SSI supersedes FOUO In the portion mark. 

■ SSI information may be commingled in the same portion with non-SSI information (classified or unclassified) 
when appropriate and if the document includes source reference citations in accordance with ICD 206, Sourcing 
Requirements for Disseminated Analytic Products, dated 17 October 2007. 

• The SSI marking Is conveyed in the portion mark. 

• The SSI Information must be identified In the source reference citations as endnotes keyed to the relevant 
SSI information in the document. 

■ If the document does not include source reference citations in accordance with ICO 206, the SSI portions must 
be segregated from all non-SSI portions. 

(U) Notes: 

• Unclassified SSI Information Is withheld from public release until approved for release by the originator. 

• SSI Is a caveat approved by statute to protect information, the release of which, among other things, would be 
detrimental to the safety or security of transportation. As it Is In statute, it has absolute protections against public 
release through a Freedom of Information Act (FOIA) request. 

(U) Derivative Use (i.e„ re-use of Information In whole or in part In intelligence products): While both DHS and 
DOT have SSI authorities, SSI encountered In the 1C wilt be mostly DHS equities. Foreign release questions should 
primarily be directed to DHS at ssi@dhs.gov, who will consult with DOT as required. Should DOT need to be contacted 
directly.theycanbereachedatssl@dot.gov. _ _ 

(U) Distribution Statements, Warnings, etc: 

• Documents containing SSI Information shall be marked with the following warning statement placed at the bottom 
of each page: “(U) Warning: This record contains Sensitive Security Information that Is controlled under 
49 CFR parts 15 and 1520. No part of this record may be disclosed to persons without a “need-to-know,” 
as defined In 49 CFR parts 15 and 1520, except with the written permission of the Administrator of the 
Transportation Security Administration or the Secretary of Transportation. Unauthorized release may 
result In civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 
use 552 and 49 CFR parts 15 and 1520." 


(U) Notional Example Page 1: 


UNCLASSIFIED//SSI 


(U//SSI) This is the portion mark for a portion that is UNCLASSIFIED and contains SENSITIVE SECURITY 
INFORMATION. This portion is marked for training purposes only. 

[/mart SS/ Warning] 

UNCLASSIFIED//SSI 


UNCLASSIFIED//FOUO- 




UNCLASSIFIED//F0U© 


(U) Notional Example Page 2: 


SECRET//REL TO USA, ACGU//SSI 

(S//REL TO USA, ACGU) This is the portion mark fora portion that Is classified SECRET and contains SENSITIVE 
SECURITY INFORMATION and authorized for release to Australia, Canada, and United Kingdom. This portion is 
marked for training purposes only. 

(U//SSI) This Is the portion mark for a portion that Is UNCLASSIFIED and oontains SENSITIVE SECURITY 
INFORMATION authorized for release to Australia, Canada, and United Kingdom. This portion Is marked for 
training purposes only. 

[Insert SSI Warning] 

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing 
Directive and General Marking Guidance Section of this document for more information. 

SECRETOREL TO USA. ACGU//SSI 


UNCLASSIFIED//FOUCL_ 




UNCLASS I FI ED//F6W 


(U) Markings History 

(U) Generally, information at rest marked with legacy markings does not need to be re-marked . When information 
containing legacy control markings Is to be shared outside the originating agency, or where the information is to be 
incorporated, paraphrased, restated, or reintroduced into the working environment from a resting state, legacy 









unclassified// reue- 


(U) Banner Line Syntax History 


(U) The following changes to the banner line syntax have been made since inception of the standard: 


> is UNCLASSIFIED. 





























UNCLASSIFIED//P0OO" 


(U) Marking Examples 

(U) Note: All markings are for training purposes only. 

(U) Basic Example: 

Banner Line: CONFIDENTIAU/REL TO USA, FVEY/RELIDO 

Portion Mark: (C//REL/RELIDO) or (C//REL TO USA, FVEY/RELIDO) 

Note: "REL" may be used when the portion's [LIST] malches the REL TO (LIST] in the banner. 


(U) Multiple SCI Control Systems Example: 

Banner Line: TOP SECRET//SI-GAMMA/TALENT KEYHOLE//RISK SENSITIVE/ 

ORIGINATOR CONTROLLED/NOFORN 

Or abbreviated at: TOP SECRET//SI-G/TK//RSEN/ORCON/NOFORN 
Portion Mark: (TS//SI-G/TK//RS/OC/NF) 

(U) Multiple Notional SCI Compartments Example: 

Banner Line: TOP SECRET//SI-ABC-DEF//ORCON/NOFORN 

Portion Mark: (TS//SI-ABC-DEF//OC/NF)- 

(U) Multiple Notional SCI Sub-Compartments Example: 

Banner Line: TOP SECRET//SI-G ABCD EFGH-XYZ//ORCON/NOFORN 
Portion Mark: (TS//SI-G ABCD EFGH-XYZ//OC/NF) 

(U) Multiple Notional Unpublished SCI control systems with AUNPUB (ANB) and XUNPUB (XNB) unpublished 
control systems and SI and TK published control systems Example: 


Banner Line: TOP SECRET//AUNPUB/SI/TALENT KEYHOLE/XUNPUB//NOFORN 
Or abbreviated as: TOP SECRET//ANB/SI/TK/XNB//NOFORN 
Portion Mark: (TS//ANB/SI/TK/XNB//NF) 

(U//FGUG) ■^^■Exnmplo: 

Banner Line:m 


Or abbreviated as: | 


UNCLASSIFIED/ /-FQUQ— 









UNCLASSIFIED//POtW 


(u//Fo«©) 

Banner Line:^^| 

Portion Mark: m| 

(l ,//r»i>())H^^MM^H Example: 


Or abbreviated -''-'MM 
Portion Mark:^^| 

(U) Multiple SAP Notional Example: 

Banner Line: TOP SECRET//SAR-BUTTER POPCORN-123/CANDY APPLE-XYZ YYY// 

NOT RELEASABLE TO FOREIGN NATIONALS 

Or abbreviated as: TOP SECRET//SAR-BP-123/CA-XYZ YYY//NOFORN 
Portion Mark: (TS//SAR-BP-123/CA-XYZ YYY//NF) 

(U) Atomic Energy Act (AEA) Markings Examples: 

Banner Line Example 1: TOP SECRET//RD-CNWDI//NOFORN 
Portion Mark Example 1: (TS//RD-CNWDI//NF) 

Banner Line Example 2: SECRET//FRD-SIGMA 14 18//RELTO USA, ACGU 
Portion Mark Example 2: (S//FRD-SIGMA1418//REL) 

Note: "REL" may be used when the portion’s [LIST] matches the REL TO [LIST] In the banner. 
(U) Non-US Protective Markings Examples: 

Banner Line Example 1: //COSMIC TOP SECRET//BOHEMIA 
Portion Mark Example 1: (//CTS//BOHEMIA) 

Banner Line Example 2: //DEU SECRET//REL TO USA, DEU 
Portion Mark Example 2: (//DEU S//REL TO USA, DEU) 

Banner Line Example 3: //NATO SECRET//ATOMAL//ORCON 
Portion Mark Example 3: (//NS//ATOMAL//OC) 


UNCLASSIFIED//Fe«e- 















unclassified// petre^ 


(U) JOINT Classification Example: 

Banner Line: //JOINT SECRET CAN GBR USA//REL TO USA. CAN. GBR 
Portion Mark: (//JOINT S//REL) 

Note: “JOINT [class level]" and “REL“ abbreviations may be used when the portion's [LIST] matches the JOINT 
and REL TO markings' [LIST] values in the banner. 

(U) FGI Examples: 

Banner Line Example 1: TOP SECRET//FGIDEU GBR//REL TO USA, DEU, GBR 

Portion Mark Example 1: (TS//FGI DEU GBR//REL TO USA. DEU, GBR) [Commingled US TS and FGI portion] 
Banner Line Example 2: SECRET//TK//FGI//NOFORN 
Portion Mark Example 2: (//FGI S//NF) 

(U) Dissemination Control Markings Examples: 

Banner Line Example 1: SECRET//REL TO USA, DEU/RELIDO 
Portion Mark Example 1: (S//REL TO USA, DEU/RELIDO) 

Banner Line Example 2: SECRET//NOFORN 
Portion Mark Example 2: (S//NF) 

Banner Line Example 3: SECRET//NOFORN/PROPIN 
Portion Mark Example 3: (S//NF/PR) 

Banner Lins Example 4: UNCLASSIFIED//REL TO USA, FVEY 
Portion Mark Example 4: (U//REL TO USA, FVEY) 

Banner Line Example 5: UNCLASSIFIED//FOUO/NOFORN) 

Portion Mark Example 5: (U//FOUO/NF) 

(U) Non4C Dissemination Control Markings Example: 

Banner Line: UNCLASSIFIED//SSI 


k: (U//SSI) 



